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ONIPEAEJEHUSA

B HacrosmieM JOKyMEHTe MCTONb3YIOTCS CIEAYIOINE TEPMUHBI U UX OINpeie-
JICHUSL.

ABTOMATH3HMPOBAHHASI CHCTEMa — CHCTEMa, COCTOSIIAsl M3 IEpCOHANA U
KOMIUIEKCA CPEJACTB aBTOMaTHU3alluU €ro JIeSTeIIbHOCTH, peanusyloas nHdopmaru-
OHHYIO TEXHOJIOI'HIO BBITIOJIHEHUS YCTAHOBICHHbBIX (YHKIMMH.

AyTeHTH(HKALHS OTNPABUTE/sI JAHHBIX — IOJITBEPXKAEHUE TOr0, YTO OT-
MPaBUTEJIb MTOJIYYEHHbIX JJAHHBIX COOTBETCTBYET 3asIBIEHHOMY.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aAlUIICHHOCTH MePCo-
HallbHbIX J@HHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO II0JIb30BATEICH, TEXHUYECKUX
CpeicTB U HMH(OPMAIIMOHHBIX TEXHOJIOTHH o0ecrneyuTh KOH(UICHIIUAILHOCTD, Iie-
JIOCTHOCTb W JIOCTYTTHOCTE MEPCOHAIBHBIX JaHHBIX IPU UX 00paboTke B MH(OpMAIH-
OHHBIX CHUCTEMAaX MEPCOHANBHBIX JaHHBIX.

buomerpuyeckue nepcoHaibHbie JaHHbIE — CBEICHUS, KOTOPLIE XapaKTepH-
3yl0T (PU3HOI0rHUecKre 0COOEHHOCTH YelloBeKka U Ha OCHOBE KOTOPBIX MOXKHO yCTa-
HOBUTH €r0 JTMYHOCTb, BKJIOYas GoTorpaduu, OTreyaTKyu NalbleB, 00pa3 ceTyaTKH
ria3a, 0cOOCHHOCTU CTPOEHUS Tejia U IPYTYIO T0I00HYI0 HH(OPMAITHIO.

bJyiokupoBaHHe MEePCOHANBLHBLIX JAHHBIX — BPEMEHHOE IpekpalicHue coopa,
CUCTEMATU3AllMN, HAKOIUICHUs, WCIOJIb30BaHUs, PaclpPOCTPAHEHHMs, MEePCOHAIBHBIX
JITAaHHBIX, B TOM YHUCJIE UX ICpeayn.

Bupye (kxoMnblOTEepHBIH, NMPOrpaMMHBINH) — HCIOJIHSAEMBIA NPOrPaMMHBIN
KOJ{ WJIM HHTEPIPETUPYEMbI HAOOP UHCTPYKIIUH, 00JIafalOIUi CBONCTBAMHU HECAHK-
IIMOHMPOBAHHOI'O PACHPOCTPaHEHHUsI U camoBocripon3BefieHns. Co3lanHbie JTy0iuKa-
Thl KOMIIBIOTEPHOI'O BUpPYyCa HE BCEI/la COBIIA/IAIOT C OPUIMHAJIOM, HO COXPaHSIIOT
CIIOCOOHOCTH K JalbHEHIIIEMY pacnpoCTPaHEeHUIO U CAaMOBOCIIPOU3BEICHHIO.

Bpenonocnasi nmporpamma — nporpamMma, NpefHa3HaueHHas Ui OCYIIeCTB-
JIeHHsT HECAHKIMOHUPOBAHHOIO JIOCTyNa M (WMJM) BO3JCHCTBUSI HaA MEpPCOHAIBHBIE
JTAaHHBIE WIH Pecypchbl UHPOPMAIIMOHHONW CUCTEMBbI IEPCOHATIBHBIX JJAHHBIX.

BenomoraresibHble TEXHHYECKHE CPEACTBA H CHCTEMbI — TEXHUYECKUE Cpell-

CTBa U CHCTEMBI, HE IpCAHAa3sHAYCHHBIC AJIA MEPEaavu, 06pa6OTKH N XpaHCHUSA IIEPCO-
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HaJIbHbIX NaHHBIX, YCTAHABJIIMBAC€MBIC COBMECTHO C TEXHUYECKUMU CPCACTBAMH U CHU-
CTeMaMH, IIpeHa3HAYEHHbIMU 11 00pabOTKH MEePCOHAIBHBIX JIAHHBIX WK B IIOME-
IIEHUSIX, B KOTOPBIX YCTAHOBJEHBI WH()OPMAIMOHHBIE CHUCTEMbl MEPCOHATBHBIX
JAHHBIX.

JlocTyn B ONEPALIMOHHYIO cpely KoMIlbioTepa (MHGOpMAIIMOHHON cHCTe-
MbI IIePCOHAJIBHBIX JAHHBIX) — MOJIyYeHUE BO3MOXKHOCTH 3aIlyCKa Ha BBITTOJIHE-
HME IITaTHBIX KOMaH[, (PYHKIIM, NpoLeLyp ONepaulOHHOW CHCTEMBI (yYHUUTOMKE-
HMsl, KOMMPOBAHUS, NEPEMEIICHUs] U T.I1.), UCTOJHIEMBIX (aisIoB NpUKIaTHBIX
Iporpamm.

Hoctyn k¥ MHGOpMALIMU — BO3MOKHOCTH MOITy4YeHUs1 HHPOpPMALIMK U €€ UC-
MOJIb30BAHUSI.

3aky1a104HOE YCTPOICTBO — 3JIEMEHT CPe/ICTBA CheMa UH(pOPMalIMU, CKPBIT-
HO BHEJIPsIeMbli (3aK/1a/1bIBAEMBIid MM BHOCUMBIN) B MECTa BO3MOXKHOIO CheMa HH-
(opmanmm (B TOM 4Mclie B OTpakaeHie, KOHCTPYKIHIO, 000PYLOBAHUE, 1IPeMEThI
UHTEphEPA, TPAHCIIOPTHBIE CPEICTBA, A TAKKE B TEXHUYECKHE CPE/CTBA 1 CUCTEMBI
00paboTku uHpopmanum).

Janmmaemvas uadgopmanmsi — uHGOPMAIHS, SIBISIOLIASCS MPEJIMETOM COO-
CTBEHHOCTH U IOZIEXkKALIAsl 3ALUTE B COOTBETCTBUU C TPEOOBAHUSIMHU IIPABOBBIX JI0-
KYMEHTOB WJIM TPeOOBaHUSIMHU, YCTAHABITMBAEMBIMHI COOCTBEHHUKOM UH(MOPMAITUH.

HpenTnduxanus — npucBoeHne cyObeKkTaM U 00BbeKTaM JOCTyIa HICHTU(HU-
Karopa u (Wiv) CpaBHEHHUE MPEABSIBIISIEMOrO UIEHTU(DUKATOpA C IEPEYHEM IIPUCBO-
€HHbIX UJIEHTU(DUKATOPOB.

HNudopmMaTUBHBIN CUTHAJ — 3JICKTPUYCCKUE CUTHAJIbI, aKYCTUUECKUE, JIEK-
TPOMarHUTHBIE W JIpyrue (hU3UUecKye Iois, 10 Mapamerpam KOTOPbIX MOMKET OBITh
packpeiTa KOHpHUAEHIMAIbHAS HH(BOopMaIHs (IIepcoHabHble JaHHbIE) 0OpadaThiBa-
emMasi B UH(pOPMAIIMOHHOM CHUCTEME [IEPCOHATIHBIX JJAHHBIX.

Nudopmannonnas cucrema nepcoHanbHbiX AaHHbIX (MCII/H) — undop-

MallMOHHas CHUCTEMaA, IPEACTaBIAIOIIAA cobori COBOKYIIHOCTH NEPCOHAJILHBIX OaH-

HBIX, COJIEPKATTUXCS B Oaze JAaHHBIX, a4 TaKXXe I/IH(bOpMaU;HOHHBIX TEXHOJIOTMH U TeX-
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HUYECKHUX CPEICTB, TIO3BOJISIONIUX OCYIIECTBISATL 00pabOTKY TaKUX IepCOHANBHBIX

AaHHBIX C UCITOJIb30BaAHHUEM CPCACTB aBTOMATU3AlMHU HUIJIHA 0e3 UCIONTBL30BAHUA TAKAX

CpEICTB.

HudopmanuoHnbie TEXHOJOIHH — IPOLIECChl, METOIBI TTOMCKa, cOopa, Xpa-
HeHUs, 00pPabOTKH, IPEIOCTaBIICHUs, PACTIPOCTPaHEHUs] UHOOPMAIMK 1 CIIOCOOBI
OCYILIECTBIIEHUS TAKUX [IPOIECCOB U METOJIOB.

Mcnoab3oBanne NepcoHabHbIX AAHHBIX — IEHCTBHUS (onepalini) ¢ mepeco-
HaJIbHBIMHU NAHHBIMH, COBEpHIAEMBIE OIEpaToOpOM B LECIIAX IIPHUHATHA pClHeHI/Iﬁ HIIH
COBEpPILICHUS] UHBIX JEHCTBUIA, MOPOKIAIOIINX FOPHIHUECKUE TTOCTIECTRBIS B OTHO-
IIEHUH CyOBEeKTa MEePCOHATBHBIX JIaHHbBIX WM JPYTHX JIHIL JIHOO WHBIM 00pa3oMm 3a-
TparuBaroIluX Ipasa U cBOOObI CyObeKTa MePCOHANBHBIX JAHHBIX UM JAPYTHX JIHII.

Hcrounuk yrposbi 6e3onacHocTd unpopmamm — cyobeKT 10CTyNa, Mare-
pUaIbHBIN OOBEKT WM (U3NUECKOe SIBIICHUE, SIBJIOILMECS PUUMHON BO3HUKHOBE-
HUSL yTpo3bl 0e301acHOCTH HPOpMALIKH.

KonTposmpyemasi 30Ha — 1poCTpaHCTBO (TEPPUTOPUS, 31aHUE, YACTh 3/IaHMS,
TIOMEILEHUE), B KOTOPOM HCKJIFOUEHO HEKOHTPOIMPYEMOE MpeObIBaHKE TOCTOPOHHHUX
JIM1l, @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaT€PUAIBHBIX CPEJICTB.

KondueHIMaibHOCTh MePCOHABHBIX JIAHHBIX — 00s13aTeNbHOe JUIsl CO-
OJIFOJIEHUs! OIIEPATOPOM WJIM MHBIM MOTYYHMBIINM JIOCTYII K M€PCOHAIBHLIM JIaHHBIM
JILIOM TpeOOBaHUE He JIOMYCKATh UX paclipocTpaHeHue 0e3 cormacusi cyObekra mep-
COH&IBHBIX JIAHHBIX WM HAIMYKMSI KHOTO 3aKOHHOTO OCHOBAHUS.

MexeereBOi IKpaH — JIOKAILHOE (OJHOKOMIIOHEHTHOE) WM (PYHKLUMOHASb-
HO-pacIpe/ieSIeHHOe porpaMMHOe  (MPOrpamMMHO-anmnapaTtHoe) CpeicTBO  (KOM-
TJICKC), Pealn3yoLiee KOHTPOJIb 3a MHbOpMaLMel, ToCcTynaromel B MH(hOpMalOH-
HyIO CHUCTEMY IIEPCOHAIBHBIX JIaHHbIX W (WJIM) BBIXOAALIEH M3 MH(POPMALMOHHOM
CUCTEMBL.

Hapymmresab 0e30macHOCTH MepcoHAIBLHBIX JAHHBIX — (DU3UUECKOE JTUIIO,

cnyqaﬁHo W IIpEAHaAMEPECHHO COBEPILAOIICS JICHCT BUs1, CIICACTBUEM KOTOPBIX SBJISI-



eTcsl HapyIlleHHe Oe30I1aCHOCTH TIePCOHAJIbHBIX JIAHHBIX TIPH UX 00paboTKe TEXHIYE-
CKHUMH CpeACcTBaMU B MH(OPMAIIMOHHBIX CUCTEMAX IIEPCOHAIBHBIX TAHHBIX.
HeasromaTH3upoBanHas o0padoTKa NepCOHANBLHBIX JaHHBIX — 00paboTKa
NIEPCOHAILHBIX JAHHBIX, COJAEpXKAIMXCS B WH()OPMAIIMOHHON CHCTEME [1epCOHATh-
HBIX JIaHHBIX JIMOO W3BIEUEHHBIX U3 TAKOM CHCTEMBI, CUMTAETCS OCYIECTBICHHOM
0e3 UCIONB30BaHUsl CPEJICTB aBTOMATHU3allMK (HEaBTOMATU3UPOBAHHOMN ), CCITH TaKUe
JIEUCTBUSL C NEPCOHAIBHBIMU JAHHBIMU, KaK HCITOJIIB30BAHUE, YTOYHEHNE, paclpo-
CTpPaHEHHME, YHUUYTOXKEHUE MePCOHANBHBIX JAHHBIX B OTHOIICHUM KaXI0I'0 U3 CyOb-

€KTOB NMEPCOHAIbHBIX HAaHHBIX, OCYULICCTBIIAKOTCA IPU HEMOCPECTBEHHOM YYaCTHH

YCJIOBCKaA.

HenexyiapupoBaHHble BO3MOKHOCTH — (YHKIHOHAIbHBIC BO3MOXKHOCTH
CPEZICTB BBIYMCIIUTEIIbHOM TEXHUKH, HE ONMMCAHHBIE WM HE COOTBETCTBYIOLIME OTHU-
CaHHBIM B JIOKyMEHTAllWH, MPU UCIOJb30BAHUU KOTOPBIX BO3MOXKHO HApYILEHHE
KOH(PUIEHIMAIBHOCTH, JTOCTYITHOCTH WJIM 1I€JIOCTHOCTH 0OpadarbiBaeMoi UH(pOp-
Malluu.

HecankumoHHpPOBaHHBIH J0CTYIl (HECAHKUIMOHUPOBAHHbIE /ICHCTBUS) —
JOCTYII K MH(GOpMALIMU WK JAeHCTBUS ¢ MHpOpMalMel, HapyILaloLye 11paBuUia pas-
TPaHUYEHHUS JIOCTYIIA ¢ UCHOJIBL30BAHMEM IUTATHBIX CPEACTB, ITPEI0CTABIIAEMBIX HH-
GopMalOHHBIMU CUCTEMaMH TTEPCOHATLHBIX JTAHHBIX.

Hocurean nagopmanmm — Gpusnyeckoe JIMIO WIK MaTepUalbHblii 0ObEKT, B
TOM uHclie (PU3MYECKoe TOJIe, B KOTOPOM MH(MOPMAIUST HAXOMHUT CBOE OTPHKEHUE B
BUZE CUMBOJIOB, OOPAa30B, CUTHAJIOB, TEXHIYECKUX PELLEHUIA U MPOIECCOB, KOJIMYe-
CTBEHHBIX XapaKTEPUCTUK (PU3HYECKUX BEJIMUHMH.

O0e3/inunBaHHE MEPCOHAJNIBHBLIX JAHHBIX — JICHCTBUS, B pe3yJibTaTe KOTO-

PbIX HEBO3MOXXHO ONPECACIUTH NPHUHAIC)KHOCTL INEPCOHAJIBHBIX JaHHLIX KOHKPET-

HOMY CyOBEKTY NEPCOHANBHBIX JaHHBIX.
O0paboTka nepcoHANLHBIX JIAHHBIX — JICHCTBUS (OMepalin) ¢ repcoHaTb-
HBIMHM JIAHHBIMH, BKJIFOUYast COOp, CMCTEMATH3allMI0, HAKOTUICHHE, XpaHeH e, YTOUHe-

HUe (OOHOBJIEHME, U3MEHEHHUE), MCTIOIb30BaHNe, PAclpOCTpaHeHHE (B TOM YMCIIE



nepejady), ooesnuunuBaHue, OJOKMPOBAHHUE, YHHUUTOKEHHE IEPCOHAIILHBIX JIaH-
HBIX.

OO0menocTynHble NepcoHabHbIe JaHHbIE — [IEPCOHAJIbHBIC JaHHbIE, JOCTYII
HEOIPaHWUYECHHOI'O KpyTa JIMI| K KOTOPLIM NPEeOoCTaBlIeH C coracus cyObnekTa nepco-
HaJIbHBIX JAHHBIX WK Ha KOTOpbIC B COOTBETCTBHUH C (eAepaibHbIMU 3aKOHAMH HE

pacnpocTpanseTcs: TpeboBaHue coOI0IeHNs KOHPUAEHITMATBHOCTH.

OnepaTop (nepcoHaNbHBLIX JAHHBIX) — TOCYIAPCTBEHHBINH Oprai, MyHHIIU-
NalbHBIA OpraH, OPUAMYECKOe WM (U3MYECKOE JIMLIO, OpraHusyronice u (Kiu)
OCYILECTBIISIOLIEE 00pabOTKY MEPCOHATILHBIX JIAHHBIX, @ TAK/KE ONPE/IC/STFOLIHE 1e-
JIU ¥ cofiepakKaHue 0OpabOTKU NepCOHATLHBIX JAaHHBIX.

Texunuyeckune cpeacrsa MHMOPMALMOHHON CHCTEMbI IEPCOHAIBHBIX
JAAHHBIX — CPE/ICTBA BBIYUCIUTENILHON TEXHUKH, UH(OPMALIMOHHO-BbIUKCIIUTEHBIE
KOMILJIEKCBI U CETH, CPEACTBA W CUCTEMBbI Iepefadd, mpuema u oOpabotku I1/1n
(CpellCT Ba M CMCTEMBI 3BYKO3AITHCH, 3BYKOYCHIICHHSI, 3BYKOBOCIIPOU3BE/ICIIHA, TIepe-
TOBOPHBIE U TEJIEBU3UOHHBIE YCTPOWCTBA, CPEACTBA U3TOTOBIICHHS], TUPAKUPOBAHHUS
JOKyMEHTOB W JIpyTHE€ TEeXHHUUYECKME CPEICTBA OOpadOTKU peyeBOH, rpaduueckoi,
BUJIC0- U OYKBEHHO-LIM(PPOBOK MH(OpMALIUH), TPOrpaMMHBIE CPEJICTBA (OMepaIioH-
HbIE CHCTEMBI, CUCTEMBI YIIpaBJieHUsl Oa3aMy JaHHBIX U T.I1.), CPEACTBA 3AlIUTHI UH-
(popmaruy, pruMeHsieMble B MHOOPMALIHOHHBIX CHCTEMaX.

IlepexBaT (MHpOpMAUKH) — HEMTPABOMEPHOE TTOTyUeHUe HHDOPMALIUH C HC-
II0JIb30BaHUEM TEXHMUYECKOI'O CPe/CTBA, OCYIIECTRISIOUIEI0 O0HapyKeHe, IPUEM U

00paboTKy MHGOPMATHUBHBLIX CUTHAJIOB.

ITepconanbuble AaHHbIE — Jr00as uH(OpMaLKs, OTHOCALIAsICS K ONpeAeeH-
HOMY WJIM OIpefesieMOMY Ha OCHOBAHWM TaKoW WH(pOpMaluu (GU3NYECKOMY JIHILY
(cyOBeKTy mepcoHaIbHBIX JAHHBIX), B TOM YMC/e ero paMuims, uMsl, 0TYeCTBO, IO/,
MeCHIl, JaTa U MEeCTO POXKICHHUS, aJipec, CeMeMHOe, COLMAIbHOE, UMYIIECTBEHHOE
noJioxenue, odpazoBaHue, podeccus, TOXObI, Ipyrast HHGopMarus.

IloGo4yHbIEe 3JIEeKTPOMATrHUTHBIE H3JIyY€HUs] U HABOAKH — DJIEKTPOMArHMT-

Hble U3JIyYEHMs] TEXHUYECKUX CPeJICTB 00pabOTKM 3aluiliaeMoi mH(popmaluu, Bo3-



HUKAIOIMe KaKk 10004HOE SIBJIEHUE U BbI3BAHHBIC SJICKTPUUECKUMM CUTHAIAMH, Jei-
CTBYIOIIIMMU B UX DIEKTPUUYECKUX U MArHUTHBIX 1IETISIX, a TAKKe AJIeKTPOMArHUTHEIE
HABOJIKM 3TUX CUTHAJIOB HAa TOKOMPOBOSIINE TUHUHA, KOHCTPYKIUHU U LTI TTUTAHKS.
IMosMTHKA «YHCTOrO €TOJ1a» — KOMIUIEKC OPTaHMU3ALMOHHBIX MEPOTPUSATHM,
KOHTPOJIMPYIOLMX OTCYTCTBHE 3alTUChIBAHHS Ha OyMa)KHbIE HOCHUTENIM KJlo4Yei U aT-
puOyTOB mocTyna (napoJjei) u xpaneHust Ux BOJU3U 00BEKTOB AOCTYIIA.
Houn3oBaTenb HHPOPMANMOHHOH CHCTEMBbI MEPCOHANBLHBIX JAHHBIX — JIH-
110, y4acTBYyoIlee B ()yHKIHOHUPOBAHMK MH(MOPMALIMOHHOW CHCTEMbI MEPCOHATBHBIX

JAHHBIX WJIA UCIIOJB3YIOLLEE Pe3yNIbTaThl €€ PYHKIIHNOHUPOBAHUS.

IlpaBuiia pasrpanuyeHusi J0CTyNa — COBOKYIHOCTh IIpaBWII, PEriamMeHTH-
PYIOLIMX IpaBa J0CTyIa CyObheKTOB J10CcTyna K 00bEeKTaM JIOCTyIIa.

ITporpammuas 3akJjiajika — KOJ MPOrpamMMBl, TIPeTHAMEPEHHO BHECEHHBIH B
[pOorpaMMy € LIEJBIO OCYIIECTBUTH yTE€UYKY, U3MEHWTh, OJIOKUPOBAThb, YHHUUTOKUTh
UH(OPMALMIO WA YHUYTOXKUTH W MOJU(PHIMPOBATH [IPOrpaMMHOE obecleueHre
WH(OPMAIMOHHOM CUCTEMBI [IEPCOHAIBHBIX JAHHBIX M (WJIH) OJOKMpPOBATH ammapar-
HBIE CpeJICTBa.

IIporpamMHoe (nporpaMMHoO-MaTeMaTHYeCKOe) BO3/1eiCTBHE — HECAHKIIM-
OHMPOBAHHOE BO3/CHCTBHE Ha peCcypchl aBTOMAaTH3WPOBAHHOW UH(MOPMAallMOHHOM CH-
CTEMBI, OCYIIECTBIISEMOE C UCII0JIb30BAHUEM BPEJOHOCHBIX ITPOTrPAMM.

PackpbiTHEe MepCcoOHAJIBHBIX TaHHBIX — YMBIIUICHHOE WM CIyYailHOe Hapy-
IeHHEe KOHGUICHIMATBHOCTH TTePCOHATBHBIX JIAHHBIX.

Pacnpocrpanenue mepcoHaibHbBIX JAHHbIX — ICHCTBUsSI, HAIPABICHHbIE HA
uepesady 1ICpCOHAIbHbIX JIAHHBIX OMNPEACIIEHHOMY Kpyry JidL (mepejada Iepco-
HAJIBHBIX JAHHBIX) WK HAa O3HAKOMJIEHHWE C NEpPCOHAJIbHbIMU JAHHBIMM HEOIpPaHU-
YEHHOro Kpyra JIML, B TOM 4YHciie 00HAapOJOBaHHUE MEPCOHAIBHBIX JIaHHBIX B Cpel-
CTBax MaccoBOM uH(OpMaIuy, pa3MelieHue B 1H(OpMaITMOHHO-
TETEKOMMYHUKALIMOHHBIX CETAX WM TIPEJOCTaBIEHUE JIOCTYIIa K IEPCOHAILHBIM

NAHHBIM KaKUM-JTH00 MHBIM CIIOCOOO0M.



Pecypc unpopmMannonHoii cucreMbl — UMEHOBaHHBIM 3JIEMEHT CHCTEMHOTO,
IPUKJIAJIHOIO WJIHM anmapaTtHoro obecrieueHus: (PyHKIMOHUPOBAHUS HH(OpMAIMOH-

HOMW CUCTEMBI.

Cl'lelll/laJleble KaTeropuu nepCcoHaJbHbIX AAHHBIX — TICPCOHAJIBHBIC JaH-
HbIC, KaCaromuecs pacosoﬁ, HallMOHAJIbHOMU MNPUHAAJICIKHOCTH, MOJIMTHYCCKHUX B3TIJIs-

JI0B, PEIIMIHO3HBIX UK QHIIOCOPCKUX yORXKIEHUH, COCTOSIHUS 3/I0POBbsI i HHTUMHOM

KU3HU CyOBEKTa MePCOHATBHBIX JaHHBIX.

CpeacrBa BBIUMC/IUTETIBHOW TEXHUKH — COBOKYIIHOCTH TIPOrPAMMHbBIX H
TEXHUYECKUX DJIEMEHTOB CUCTEM OOpaOOTKH JaHHBIX, CIIOCOOHBIX (YHKLHOHHUPO-
BaTh CAMOCTOSITEJIbHO UJTH B COCTABE JIPYTUX CHCTEM.

Cy0bekT gocryna (cy0obeKT) — JIMIO WM NPOLECC, AEUCTBUSL KOTOPOTo pe-
[JIaMEHTUPYIOTCS IPaBUJIaMU pa3rpaHudeHUst IOCTYyTIA.

Texnnueckuii kKaHaJ yreuku HHGOPMALMH — COBOKYITHOCTb HOCHTEISI WH-
dbopmanuu (cpencTBa 00paboTKH), (HHU3UYECKOM Cpelbl paclipocTpaHeHus: WH(popma-
TUBHOI'O CUTHAJIA ¥ CPEJICTB, KOTOPBIMU I00BIBAETCS 3alULIaeMast UH(POpMaLusl.

TpancrpanuyHasi nepemxava nepcoOHAJbHBIX AAHHBIX — Tepe/ada Iepco-
HANBHBIX JIAHHBIX OmepaTtopom depes ['ocymnapcTBeHHYyO0 rpanuly Poccuiickoit ®e-

Jlepallii OpraHy BJIACTU MHOCTPAHHOTO TocydapcTBa, GU3MYECKOMY WM IOpUUYe-

CKOMY JIMIy HHOCTPAHHOT'O rOCyAapCTBa.

Yrpo3sl 0€30nacHOCTH NMEPCOHATBLHBIX JAHHBIX — COBOKYITHOCTL YCTIOBHH U
(haxTOpOB, CO3/1AL0IIMX OMTACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCIIC CI1yYalHO-
ro, A0CTyIa K ICPCOHAJIbHBIM JTaHHbIM, PC3YyJIbTAaTOM KOTOPOI'O MOZKCT CTarb YHHU-
YTOXKECHHE, U3MEHEHHWE, OJIOKMpOBaHMEe, KOIMPOBAHME, PACIPOCTPaHEHHE IEPCOo-
HAIBHBIX JAHHBIX, A TAKKE WHBIX HECAaHKLIMOHUPOBAHHBIX ACHCTBUI Npu uX obpa-
00TKE B MHPOPMALIMOHHON CHCTEME ITePCOHAIILHBIX JIAHHBIX.

YHUYTOKEHHE I1ePCOHATBHBIX JAHHBIX — JICHCTBUS, B pe3yJIbTaTe KOTOPbIX
HEBO3MO)KHO BOCCTAHOBUTB COZEPIKaHUE MEPCOHAIBHBIX JIAaHHBIX B MH()OpMAaIOH-
HOM CUCTEME IIEPCOHAIBHBIX JAHHBIX WM B PE3yJbTare KOTOPBIX YHMYTOXAIOTCS

MaTCpHaJilbHbIC HOCUTCJIU I€PCOHAJILHBIX JaHHBIX.



YTeuka (3ammumaeMoii) uHpoOpMaLMH 0 TEXHHYECKHM KaHAJIAM — He-
KOHTPOJIMPYEMOE PACIIPOCTPaHEHHE MH(POPMAMU OT HOCUTENS 3allMIlaeMON WH-

dopmarun yepes GU3UUIECKYIO cpely 10 TEXHHYECKOrO CPe/ICTBA, OCYIIECTRIIIONIe-

ro riepexpar uHpoOpMalmu.

Yuypexaenue — yupesk/IeHus 3/[paBOOXPAaHEHNUs, COLMAIBHON cepbl, Tpyaa

3aHATOCTH.
Ys13BUMOCTB — CJ1a00OCTh B CPe/ICTBAX 3allUTHL, KOTOPYIO MOXKHO HCIOJIB30-
BaTh U1 HAPYLLEHUS CUCTEMbI WJIH COJIepKallieiicsl B Hel HHpOpMaLIUH.
HenocrHocTs HHGOpMALHU — CTIOCOOHOCTH CPECTBA BBIYUCIUTEILHON TeX-
HUKM WM aBTOMATU3MPOBAHHOM CUCTEMBI 00eCIieUrBaTh HEM3MEHHOCTL UH(OpMa-

MU B YCIIOBHSIX CIIyHaiHOIO W/WITH IPEIHAMEPEHHOIO UCKaYKeHUs! (paspy [ISHHUS ).
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OBO3HAYEHUA U COKPAILIEHUA

ABC — aHTUBUpPYCHBIE CpeACTBa

APM —aBTroMaTH3UpOBaHHOE pabouee MecTo

BTCC — BcioMorarenbHbIe TEXHUYECKHE CPEICTBA U CUCTEMBI
NCIIn — nHpopMaumoHHast CUCTeMa MEPCOHANBHBIX TAHHBIX
K3 — xoHTposupyemas 3ona

JIBC — noxaJibHasi BBIUUCIIUTE/IbHASL CETh

MDD — mexceTeBoit 3KpaH

HC/I — HecaHKIIMOHUPOBAHHBIH JTOCTYTI

OC — oneparionHasi cucTemMa

[1/11 — nepcoHabHbIEC JAaHHBIE

[IMB — nnporpaMmMHO-MaTeMaTh4ecKoe BO3/ICHCTBHE

[10 — nporpamMmMHoe obecnieueHue

[TOMIH — no6ouHble 251eKTpOMar HUTHbIE U3Ty4eHUs! U HABOAKH
CA3 — cucreMa aHanu3a 3alUILEeHHOCTH

C3U — cpeactra 3ammThl HHGOPMAITHH

C3I1/1n — cuctema (noacucrema) 3aliyThl MEPCOHATIBHBIX JJAHHBIX

COB — cuctema oOHapyXeHHUsl BTOPKEHU
TKY U — Texnrdeckue KaHaIb! yTeYKd HHGDOPMALIUH

YBI1/Ia — yrpo3b! 0€3011acHOCTH NMEPCOHATBHBIX JAHHbIX
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BBEJIEHHWE

Hacrosimas Ilonuruka napopmanmonnoit 0ezonacHoctu ['bY3 CO «Tyry-
aeimekast LIPb» (nanee — IlomuTuka) pazpaboraHa B COOTBETCTBUM C IEISIMH, 3a/1a-
YaMU 4 NPUHLUIIAMUA obecnievyeHus 0e30MacHOCTH MEePCOHANILHBIX JAHHBIX U3I0KEH-
ubix B Konnenmuu undopmauuonnoii 6ezonacnoctu UCIL I'bY3 CO «Tyrymsim-
ckast LIPb» (nanee — Yupexaenus).

IlonutHka paspaboranHa B cOOTBETCTBUM C TpeOoBauusMu dejepaibHOrO 3a-
koHa ot 27 urons 2006 r. No 152-D3 «O nepcoHadbHBIX JaHHBLIX» U TTOCTAHOBJICHHUS
IIpaBurensbctBa Poccuiickoit Menepanmu ot 11 HOoA6ps 2007 r. Ne 781 «O6 yrtBep-
xenuu llomoxxenus o6 obecrieueHny 6€30MaCHOCTH MEPCOHANIBHBIX TaHHBIX TPU UX
00paboTke B UHOOPMAIIMOHHBIX CUCTeMax MePCOHATBHBIX JaHHbIX», HA OCHOBAHUHU:

- «PexoMennanuii no obecrneueHu0 O€30MACHOCTU IIEPCOHANBHLIX JITAHHBIX
npu UX 00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX MEePCOHANBHBIX JAHHLIX)», YTBEP-
xaeHHBIX 3amectuteneM aupektopa PCTOK Poccuu ot 15.02.2008 1.,

- «TunoBeIX TpeOoBaHMii MO opraHu3avu U olecredyeHuto (GyHKIIMOHHPOBA-
HUS WUPPOBAILHBLIX (KpUITTOrpaguyeckix) CpejicTB, MPeAHA3HAYCHHbIX IS 3allly-
THl MH(MOpMaLMM, He colepiKaileil CBEIeHUH, COCTABISIONIMX [OCY/IaPCTBEHHYIO
TallHy B Clly4ae W3 UCII0JIb30BaHMs JUisd obecriedeHusl 6€30MacHOCTH TMepCOHAIBHBIX
JAHHBIX NIPU UX 00paboTke B MHHOPMAIIMOHHBIX CUCTEMAaX MEePCOHAIBHbLIX JaHHBIX),
yTBepXKIeHHBIX pyKoBoacTBOM 8 LlenTpa ®CH Poccuu 21.02.2008 1. No 149/6/6-662.

B Ilonutuke onpenenensr Tpebosanus k nepconaiy MCII/[H, cTernens oTBeT-
CTBEHHOCTH II€pCOHAJa, CTPYKTypa ¥ HEOOXOJIMMbIA YPOBEHb 3alUIICHHOCTH, CTa-
TYC U JIOJDKHOCTHBIE OOS3aHHOCTH COTPYIHHMKOB, OTBETCTBEHHBIX 3a OOecrieueHHe

6e3onacHocTH nepcoHanbHbIX JanHbix B UCTTJ[H Yupexjienus.
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1 O0mume mo10KEeHUust

Llensto nacrosueli [omurnku sipnsercs odecreueHue 0€30MacHOCTH 00BEKTOB
3alUThl YUpEeXKIAEHUS OT BCEX BUJOB yIPO3, BHEIIHUX U BHYTPEHHHUX, YMbIIIIEHHbIX
¥ HENpeIHAMEPEHHBIX, MUHUMH3aNMs yiiepda OT BO3MOXKHOW pealli3allid yrpo3
oezonacHoctu [1/1g (YBIT ).

be3onacHOCTE nepcoHaNbHBIX JIaHHBIX JOCTHTACTCS MMyTEM HCKJIIOUEHUS He-
CaHKUMOHUPOBAHHOTO, B TOM YMUCJIE CITYy4alHOro, 10CTyTa K NEPCOHALHLIM JaHHbIM,
pe3yJIbTATOM KOTOPOr0 MOXKET CTaTh YHUYTOKEHUE, U3MEHEHHUE, 0JI0OKMPOBaHUE, KO-
IIMPOBaHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JIAHHBIX, @ TAK)K€ MHBIX HECAHKLIMO-
HUPOBAHHbBIX JEUCTBUH.

HMHdopmaLus 1 cBsI3aHHBIE ¢ HeM pecypChl JOMKHBI ObITh TOCTYIIHLI JIJIST AaBTO-
PHM30BAHHEIX T10J1b30BaTelIeH. JIOMKHO OCYLIECTBIATHCS CBOEBPEMEHHOC OOHapyIKe-
Hue U pearnposauue Ha Y BI1/IH.

JIOIDKHO OCYLUECTBISITLCSA TPeOTBpAllleHUE MPEeOHAMEPEHHBIX WX Cllydai-
HBIX, YACTUYHBIX WM MOJTHBIX HECAHKIIMOHUPOBAHHBIX MOJUMUKAIMA WA YHUYTO-
JKEHUS JaHHBIX.

CocraB 00BEKTOB 3alMTHI Ipe/icTaBieH B [lepeuHe MEpCOHANBHEIX JAHHBIX,
MO/JIC)KAIIUX 3alIUTE.

CocraB UCII/In nognexamux 3ammre, rnpeacrabieH B [lepeune nHpopMalu-
OHHBIX CHCTEM MEePCOHAILHBIX JIaHHBIX U MOMEIIEHUI B KOTOPBIX 00pabaThIBatOTCS
IIepCOHAIbHBIC JAaHHBIE, COCTABJICHHOMY Ha OCHOBaHMM AKTOB 00CIIC/IOBaHHS HH-

(OpMaIMOHHBIX CUCTEM IIEPCOHANBHBIX AaHHBIX.
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2 O0J1acThb JelcTBHUSA
TpeboBanus Hacrosiei [TomUTHKKM PacnpoOCTPaHIIOTCS HA BCEX COTPYAHHUKOB
VupexxaeHus (IITaTHbIX, BPEMEHHBIX, padOTAIOMNX MO0 KOHTPAKTY U T.[1.), @ TAKKE
BCEX MPOYMX JIML (HOAPSTUUKHU, ayJUTOPBI ¥ T.I.) pabOTAIOLIMX HITH JOMYLIEHHBIX

YCTaHOBJIEHHBIM TIOPSIKOM K palore ¢ nepcoHalbHbIMU JaHHbiMH B ['BY3 CO

«Tyrynsimckas LIPB».
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3 Cucrema 3aiUThI NEPCOHAJIBHBIX JAHHBIX

Cucrema 3auuThl epcoHanbHbiX nanubix (C3I1/{H), CTpOUTCS HA OCHOBaHHH:
- AKTOB 00cCIIe10BaHusT HHPOPMALIMOHHBIX CHCTEM ITePCOHATBHBIX /[AHHbIX;

- IlepedHs mepcoHanbHbIX J@HHbIX, NOUISKAILNAX 3AIINUTE;

- AxTa K1accupuKaluud HHPOPMAIMOHHON CUCTEMBI IIEPCOHATTBHBIX JJAHHBIX;
- Mogeinu yrpos 6e30nacHOCTH NEpCOHANIbHBIX JaHHBIX;

- Matpuisl 1ocTyna k 00padaTbiBaeMbIM IMEPCOHAIBHBIM JJaHHBIM;

- PyxoBopsnux nokymentoB @CTIOK u dCh Poccun.

Ha ocHOBanuM 3THX JOKYMEHTOB OIpejieisieTcss HeoOXO UMbl YPOBEHb 3a-
nmmenHocTy [1/1n xkaxnoit MCI1/In Yupexnenus. Ha ocHoBaHUM aHauv3a aKTyallb-
HBIX yrpo3 Oe3onacHoctu [1/IH onucanHoro B Mojenu yrpo3 v AkTa o0clieJoBaHuUsS
UH(OPMAITMOHHBIX CUCTEM TEPCOHAILHBIX JAHHBIX, JETAeTCs 3aKIoueHre 0 HeoO-
XOJIUMOCTH HUCIIONIB30BaHUSI TEXHUYECKUX CPEACTB U OPraHU3alMOHHBIX MEPOIpHUS-
Ul 1 obecnieuenust 6e3onacHoctu [1/IH. BriOpanHubie HEOOXOUMbBIE MEPOTIPHSTHS
orpaxarorcs B Ilnane meponpusituit 1o odecnedenuro 3amuThl [1)1H.

Juis xaxcnont ICI/IH nosmkeH ObITh COCTABJICH CIHCOK MCIMOMB3YCMbBIX TEXHHU-
YECKUX CPENACTB 3alLUTHI, a TaK Xe MPOrpaMMHOI0 OOecHedeHHus y4acTBYIOIIETO B
obpabotke I1]{H, Ha Bcex anmementax MCIT/In:

- APM nons3oBatenei;

- CepBepa MpUII0KEHNH;

- CYB/;

- I'panuna JIBC;

- Kananos nepezauu B ceT 001LUero Moib30BaHUs U (UIIH) MEX)1yHAPOTHOTO
oOMeHa, eciu 110 HUM Tepenatotes I1/1H.

B 3aBucumoctu ot ypous 3ammuimenHoctd WCIIJIH u akTyanbHBIX yrpos,
C3II[Ix MOXeT BKIIIOYATh CIEAYIONHe TeXHUUEeCKHe CPEeICTBA:

- QHTUBUPYCHBIE CPECTBA ISl PA0OYMX CTAHIMH MOJIL30BaTENeH 1 CEPBEPOB;

- CpeICTBa MEXCETCBOI'0 O9KpaHUPOBAHHUI,
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- CpeJCTBa KpUIITOrpapuuecKkoi 3anThl HHPOpMaLuy, pH Tepeiade 3alu-
maeMoi “H(OPMAaLMK 110 KaHalaM CBSI3H.

Tak e B CITMCOK JOMKHBI ObITh BKJIFOYEHBI (PYHKIMU 3aIMMUTHI, 0OecredrnBae-
MBI€ IITaTHLIMHU cpejicTBaMu oOpaboTku [1/ln oneparonnsiMu cucremamu (OC),
npuxiaaabM 110 1 cnienranibHBIMU KOMIUIEKCAMH, pealM3YIOIIMMK CPE/ICTBa 3alliy-
Tbl. CIUCOK (PYHKUUH 3aIUTHI MOXKET BKIIIOUATD:

- YIIpaBJEHUE U pa3rpaHUyYeHre JJ0CTyIa MoJb30BaTellei;

- PErucTpaLyIo U yueT IedcTBuid ¢ nHpopmaimei;

- o0ecreyuBaTh 1eJIOCTHOCTD JIAHHBIX;

- IPOU3BOAUTHL OOHAPYIKEHNUH BTOPIKEHUH.

CrucoK UCNOIb3yEeMBIX TEXHUYECKUX CPEACTB OTpaxaetcs B I1nane mepornpu-
STAN 110 O00ECTEeYeHMIO 3alIUThl IIEPCOHANBHBIX JAHHBIX. CIMCOK MCIIOJIb3YyEMBIX
CPEICTB JOJ/DKEH MOJJIEPKUBATHCS B aKTyaJlbHOM COCTOSIHUM. [Ipu m3menenuu co-
CTaBa TEXHUYECKUX CpeAcTB 3amuThl uiu aneMeHToB MCII/IH, cooTBeTCTBYROMIHE
U3MEHEHUs1 JOJDKHBI OblTh BHeCeHbI B CLMCOK M YTBEpPXKICHbl PYKOBOJUTEIEM

VYupexxieHus WU JIUIIOM, OTBETCTBEHHBIM 3a o0ecrieueHue 3aiuTsl [1][H
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4 Tpeoopanus k noacucremam C3I1/1n

C3IIAx BKiIIO4aeT B ceds crneayrolye NoACUCTEMBI:

- YIpaBJICHUsI JOCTYIIOM, PETUCTPALIMHU U YUETa;

- obecrnieyeHUsl LEeIOCTHOCTH U JIOCTYITHOCTH;

- QHTUBUPYCHOM 3aIlIUThI;

- MEXKCETeBOr0 PKpaHUPOBAHWS;

- aHaJlM3a 3alUIIeHHOCTH;

- oOHapy)KCHUA BTOPKCHHA;

- Kpunrorpaduueckoii 3auThI.

Ilogcucrempr C3IIJ[H umerorT paszivyHblii QYHKIIMOHAT B 3aBHCUMOCTH OT
kiacca UCI1/IH, onpenenentnoro B Akte Kiaccudukaimu MHGOPMAITHOHHOW CHCTe-
MBI NIEPCOHANBHBIX JaHHbIX. Crniucok cooTBeTcTBUs (yHKImMM noacucrem C3I1In

KJjlacCy 3alllMUICHHOCTHU ITPEACTABJICH B HpI/IJIO)KeHI/IH.

4.1 IToacucTeMbl yIIpaBJeHHs JOCTYIIOM, PETHCTPALHH U YUeTa

[loncucrema ympaBiieHUS JOCTYIIOM, PErMCTpalMu M ydeTa Mpe/lHa3HaueHa
JUISL peaii3aluy CIeAYIONX (yHKLMIH:

- UICHTU(DUKALIMY U POBEpKa MOJUIMHHOCTU CYOBEKTOB JIOCTYINA ITPU BXOJE B
UCII/H;

- WJleHTU(UKAIIMY  TePMUHAJIOB, Y3JI0B CETH, KAaHAJOB CBS3M, BHELIHHX
YCTPOKCTB 10 JIOTHYECKUM HUMEHAM;

- WJIEHTU(hUKAIIMHU TIPOrpaMM, TOMOB, KaTajloroRr, (ainor, 3anuceii, mojieu 3a-
MMMCeH 10 UMEeHaM;

- perucTpanru Bxoja (BbIXoja) CyOBEKTOB JOCTYINA B CUCTEMY (K3 CHCTEMBI),
nubO perucTpanus 3arpy3kd U WHUIMAIU3A|A OTIePAllHOHHON CHCTEMbI M €€ OCTa-
HOBA.

- PErMCTpalry [IONBITOK JOCTYIa MPOrPaAaMMHBIX CPEICTB (IIporpamm, npoiec-
COB, 3a/1a4, 3a/IaHWH) K 3alHIIaeMbIM (aiinam;

- PEeruCTpalUu MONBITOK JOCTYIa MPOTPAaMMHBIX CPEACTB K T€pMUHAIaM, Ka-

HaJlaM CBSI3H, IpOrpaMMam, ToMaM, KaraioraMm, (aiiam, 3amucsmM, TIoJsIM 3aTTHCei.
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IloacucreMa ynpaBieHHsT JOCTYIIOM MOXeT OBbITh peanu30BaHa ¢ MOMOIIBIO
HITaTHBIX cpecTB 00paboTku [1/IH (onmepanuoHHbIX cucTeM, npuioxennii 1 CYB/).
Tak ke MoxeT ObITh BHEAPEHO CIEIHANBbHOE TEXHHUYECKOe CPEACTBO MIIA MX KOM-
TUIEKC OCYIIECTBISIOME JIOTIOJHUTEIbHbIE MEPBI 10 ayTEHTHU(MHUKALMU 1 KOHTPOIIO.
Harmpuimep, npuMeHeHre e/IMHBIX XPaHWIUIL YUEeTHbIX 3alucel Mmojib30BaTened u pe-
T'UCTPALIMOHHON MH(MOPMAIIUY, UCIOIB30BaHHEe OMOMETPUUYCCKUX U TEXHUYECKHX (C

IIOMOILIBIO SJIEKTPOHHBIX [TPOILYCKOB) MEp ayTEHTU(DHUKAIIUH U JPYTHUX.

4.2 Iloacucrema obecneyeHHs eJOCTHOCTH H JOCTYIHOCTH

[Togcucrema obecriedeHHsT 1EJIOCTHOCTH UM JIOCTYINHOCTH TpefHazHadeHa s
ofecrieueHust MENOCTHOCTU W aocTynHocTH [IJ[H, mporpaMMHBIX W arnapaTHBIX
cpeacts UCIIJIH YupexneHnus, a Tak ke CPEIACTB 3allUTHI, NPU CIy4yalHOW WU
HaMepeHHOU Mo/ (UKaLIHH.

IToncucrema peanusyercs ¢ MOMOIIBIO OpTraHU3AIMH PE3EPBHOTO KOITHPOBAHHUS

o0pabarbiBacMbIX JTAHHBIX, @ TaK e Pe3epBUPOBAHUEM KIHOUEBHIX 3neMeHToB UC-
[1]1H.

4.3 IloacucreMa aHTHBHPYCHOH 3aLHUTHI

[Toncucrema aHTUBHPYCHOM 3aIUTHI Mpe/iHa3HaYeHa A7l oOecTieueHus] aHTH-
BUPYCHOH 3anuThl cepBepoB 1 APM nonb3osareneit UCIT/In Yupexnenuis.

CpencTBa aHTHUBUPYCHOW 3alllMThl MpeIHA3HAYEHBI IS peanu3aliii Clieqyro-
KX QYHKIHH:

- PE3UJICHTHBIM aHTUBUPYCHBIM MOHUTOPUHT

- AaHTUBUPYCHOE CKaHMPOBaHHE;

- CKpUNT-0JIOKHPOBAHUE;,

- LIEHTPaIA30BaHHYI0/yJAICHHYIO YCTaHOBKY/IEHHCTAIUISAIMIO aHTHBHPYCHOIO
IPOJAYKTa, HACTPOHKY, aJMUHUCTPUPOBAHUE, [TPOCMOTP OTYETOB U CTATUCTHYECKOU
uHdopmamu 1o pabore MPOJyKTa;

- aBTOMaTU3UPOBaHHOE OOHOBJIEHUE aHTUBUPYCHBIX 0a3;

- OrpaHWYeHuUe TIPaB [10J1b30BaTeNsl Ha OCTAHOBKY MCIIOJHSIEMBIX 3aJlad U H3-

MEHEHHSI HACTPOCK aHTUBUPYCHOTO ITPOTPaMMHOI0 O6€CH€‘ICHH${;
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- aBTOMAaTU4ECKHU I 3aIlyCK cpa3y M0cie 3arpy3Kd ONepalldOHHOMN CHCTEMBI.
Iloncuctema peanmsyercss MyTeM BHEAPEHHUs CIIELMAILHOIO aHTUBUPYCHOIO

nporpaMmMHoOro ooecrieuenust Ha Bce nemeHTs CIT /1.

4.4 IloacucremMa MesKCeTEBOro YIKPAHHPOBAHHUSA

Iloacucrema MeXceTeBOro 3KpaHUpPOBaHUS Ipe/Ha3HaYeHa Ui peaji3aliu
cnenyommx QyHKIMNI:

- QUIbTpanMu OTKPBITOTO W 3amm@poBaHHOro (3akpbiToro) IP-tpaduka mno
CJIe/lyIOLLUM ITapaMeTpam;

- ¢ukcaMu BO BHYTPEHHHUX JKypHAIax HWHMOpPMAIMK O TPOXOJSIIEM OTKpHI-
TOM U 3aKpbIToM [P-Tpacduke;

- UIGHTHU(DHUKALMU U ayTeHTU()UKALMIO aIMUHUCTPATOPa MEXKCETEBOrO dKpaHa
[IPY €r0 JIOKAJIBHBIX 3allpocax Ha JIOCTYIL;

- perucTpanuy Bxoja (BBIXO/a) aJIMMHUCTpATOpa MEXCETEeBOro HKpaHa B CH-
cTeMy (M3 CUCTEMBbl) TUOO 3arpy3Ky ¥ WHUIIMATH3AIMHA CUCTEMbI U €€ TIPOTPaMMHOIO
OCTaHOBA;

- KOHTPOJISI IEJIOCTHOCTH CBOEH MPOrpaMMHON U UH(POPMALMOHHOM JacTH;

- (hunpTpanyu NaKeTOB CIY)KEOHBIX IPOTOKOJIOB, CIY)KAIIUX IS JIMATHOCTHKH
1 yIpaBlIeHHUs pabOTON CEeTeBBIX YCTPOHCTB;

- (UIBTpAIlMU C Yy4YETOM BXO/IHOIO M BBIXOJHOTO CeTeBOro MHTepdeiica xax
CPEeJICTBO NPOBEPKH MOJIMHHOCTH CETEBLIX &/[PECOB;

- PErUCTPaIlMK U y4yeTa 3anpaliuBacMbIX CEPBUCOB IIPUKIIAHOIO YPOBHS;

- OJIOKMpOBaHUs JOCTyNa HEe MACHTH(HUIMPOBAHHOTO OOBEKTa Wi CyObEKTa,
MOMJIMHHOCTH KOTOPOTO TIPU ayTeHTHU(UKALMU HE MOATBEpAUIACh, METO/IaMHU, YCTOH-
YUBBIMH K II€pEXBATY;

- KOHTPOJISL 3a CETeBOM aKTUBHOCTBHIO MPUIOKEHHH U OOHApy)KeHUs CETEBbIX
aTak.

[Toxcucrema peanusyeTcs BHEJIPEHUEM MTPOTPAMMHO-AINapaTHhIX KOMILIEKCOB

MEXCETEBOro dKpaHupoBanus Ha rpanuie JICB, knaccom He HU*Xe 4.

19



4.5 TIMoacucreMa aHAJIH3A 3AIHIIEHHOCTH

Iloncucrema aHanu3a 3allUIIEHHOCTH, TOMKHA 00€CTIeUMBATDb BbIsSIBICHHS Ysi3-
BUMOCTEH, CBA3aHHBIX ¢ ommbkamu B koHpurypamuu 110 UCII/IH, koTopeie MOTYT
OBITH UCITIOJIB30BAHb! HAPYIIUTEIEM /ISl peallu3allii aTakh Ha CUCTEMY.

(DYHKHI’IOHaJI NoACUCTEMBI MOXKET ObITh pe€ajin30BaH IPOIrpaMMHLIMHA W IIPO-

rpaMMHO-aIIIapaTHbIMU CPEACTBAMMU.

4.6 lloacucrema oOHApY:;KeHHS BTOPKEHH I

IToncuctema oOHapy)KEHUS BTOP)KEHUH, TOJKHA 00ECEeUNBaTh BhISIBIICHUE Ce-
TeBbIX arak Ha aneMeHTsl MCIT]IH noaxkmodeHHble K ceTIM O0OUIero moJjib30BaHus U
(MTr) MeXTyHapOHOro oOMeHa.

DyHKUMOHAT MOJCUCTEMBI MOXET OBITh peaTM30BaH NPOTPaMMHLIMH W IIPO-

rpaMMHO-anIapaTHbIMM CpeaCTBaAMU.

4.7 Iloacucrema KpunTorpadpuyecKoi 3amMuThI

Iloncucrema xpunrorpaduyeckor 3alUThbl [IpeJHA3HaYeHa ISl MCKIFOUYEHHS
HC/I x 3amminaemoit napopmanuu B UCIJIH Yupexaenus, pu ee nepeaadu 1mo Ka-
HaJlaM CBSI3M CeTel 00LIero moibp30Batus v (UIIM) MEeXIyHApOJHOTO OOMeHa.

Ilogcuctema peanusyercss BHEAPEHHS KPUIITOrpapUUECKUX TPOrPaMMHO-

alrapariblX KOMIIJIEKCOB.
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5 Mouab3oaTenu UCIIAH

B Konuenmuu nHpopmalimoHHoOKH 0€3011aCHOCTU OlIpe/Ie/ieHbl OCHOBHBIE KaTe-
ropuu noss3oBaTeneil. Ha ocHoBaHWM 3THUX KaTeropuu JOJKHA OBITH 11POU3BEAEHA
tunusauns nons3osarene MCIIJIH, onpenenedn ux ypoBeHb J0CTyIa U BO3MOXKHO-
CTH.

B UCIIAH YuypexacHus MOXKXHO BBIJEIUTL CJEAYIOIINE TPYIIIbI 110Jb30BaTe-
niel, yyacTByIOIMX B 00paboTke u Xpanenuu [1/1H:

- Apmunuctparopa UCIT/1x;

- AamuHuCTpaTopa 0e30IacHOCTH;

- Oneparopa APM;

- AIMHHUCTpaToOpa CeTH;

- Texuuueckoro crnemnuanucra Mo 00OCIY)XKUBaHUIO HepUPepUirHOro 00opyH0-
BaHUSs;

- IIporpammuct-pazpadoruuk UCIT/TH.

JlanHple O rpynmnax Inojb30BaTelsiX, YPOBHE UX JOCTyNa U WHOOPMUPOBAHHO-

CTU AOJDKEH OBITh OTpakeH B Matpuiie joctyna nodb3osateneit k UCI /(1.

5.1 Aapmunucrparop UCI/An

Anmunuctparop MCII/lH - corpynHuk VYupexieHus, OTBETCTBEHHBIM 3a
HacTpoiiky, BHeApeHue u compoBoxaenue MCIIJn. ObecnieunBaer ¢yHKIHOHUPO-
BaHue nojacucremsl ynpasieHus: goctynoMm MCII/IH u ynoniHoMoueH OCyILECTBISTH
Ipe/IOCTaBICHHEe U pasrpaHHyYeHue JIOCTyna KOHEYHOTo Ioib3osaress (Omneparopa
APM) K 35ieMeHTaM XpaHsIlKUM TTepCOHAILHBIC JTaHHbIE.

Anvunucrparop UCIT/IH obnaiaet cieayronmM ypoBHEM OCTYIA U 3HAHUI:

- obnajaeT MmoJaHoM uHMOpMaIKel 0 CUCTEMHOM U TIPUKITATHOM I1POIPAMMHOM
obecneuenuu UCII]IH;

- obnanaer monHoM MH(OpPMaIMel 0 TEXHUYECKUX CPEeJICTBaX M KOHOMHUTrypa-
i UCIIH;

- UM€EET JIOCTYIl KO BCeM TEXHMUYECKUM CpeJcTBaAM 00paboTKu UH(OpMAIUU U

nanHbiM UCTTTH;
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- obylaziaetT npaBaMM KOH(MUIYpHUpOBaHUSI M aJMHUHUCTPATUBHON HAaCTPOMKM

texHuueckux cpeacts UCIT/x.

5.2 AaMunucTpaTOop 0€30MaACHOCTH

AnmunucTpatop 0€30MacHOCTH - COTPYAHUK YUPEeXIEHUsI, OTBETCTBEHHBIN 3a
¢dynxnuonuposanre C3I1/IH, Bkitouas oOCTy)KMBaHUE W HACTPOUKY a/[MUHHCTpPA-
TUBHOMU, CEPBEPHOU U KIMEHTCKON KOMITOHEHT.

AnmuHHCTpaToOp 0€30MacHOCTH 00J1a/1aeT CIEAYIOUIUM YPOBHEM JOCTYyNa U

3HAHUM:

- obnanaet npaBamu AamunauctpaTopa UCITJIH;

- obnanaet nonHoi undopmanuei 06 UCII/1x;

- MMeeT JOCTYIl K CpeACTBaM 3allUThl UH(OPMALUU U NMPOTOKOJIMPOBAHUS U K
4acTH KItoueBbIX djieMeHToB VICIT/IH;

- He UMeeT IIpaB JIOCTyIa K KOHOUTYPUPOBAHUIO TEXHUUECKHUX CPEJ/ICTB CETH 3a
UCKJIIOUEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnmMuHucTpaTop 06€30MacHOCTH YIOJTHOMOYEH:

- pealu30BBIBaTh MOJUTUKH Oe3omacHocTH B uactu HacTpoitku CK3U, mexce-
TEBbIX DKPAHOB U CHUCTEM OOHapy»KeHUs aTak, B COOTBETCTBUU C KOTOPHIMHU TI0JIb30-
Barenb (Onepatop APM) momyuaer Bo3MoXHOCTE paboTats ¢ anemenTamu MCITIH;

- OCYILECTBIIATE ay/IUT CPEJICTB 3alllUThL;

- YCTAHAaBIIUBATh JOBECPUTEIIbHLIC OTHOIICHUS cBOeH 3ammueunoﬁ CETH C Ce-

TAMU JPYTUX Y UPEKICHUN.

5.3 Onepatop APM
Oneparop APM - cotpynHuk YdpexjeHus, OCYIIECTBISIOUIUN 00paboTKy
I1{n. O6pabotka [1/[n BrimrouaeT: Bo3MOXHOCTH NpocMoTpa I1/[H, py4dHOI BBOI
[T11u B cucremy UCIT/IH, ¢opmupoBaHue CnpaBoK U OTYETOB 110 MHGMOPMAIHH, I10-
nayuennor w3 UCII. Onepatop He vMeeT TTOTHOMOYHMH IS YIIPaBJIeHHUs! MOACUCTE-

MaMu oOpaboTku maHHbIx U C3ITIH.

Oneparop MCII/In obmajaer ciienytonmM YpOBHEM JIOCTYIIA U 3HAHUH:
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- obnasaeT BceMu HEOOXOAMMBIMU aTprOyTaMu (Hampumep, rnaposiem), odec-
TIEYNBAIOIIMMHU JIOCTYIl K HEKOTOPOMY 1o AMHOKecTBY 1T]1H;

- pacmnojiaracrt KOHQ)HHCHHH&HBHHMH JaHHBIMHU, K KOTOPbIM UMEET JIOCTYII.

5.4 AAMMHHCTPATOP CeTH

AZIMUHHUCTPATOP CETH - COTPYAHUK YUPEKJICHUsI, OTBETCTBEHHBIN 3a QYHKIIM-
OHHMpOBaHUE TernekoMMmyHukaruoHHou noacucrembl UCITJH. Anmunanucrparop cetu
HE MMEET ITOJIHOMOYMI JUIsl ypaBlIeHUs MOJACUCTEMaMH O00pabOTKU JAaHHBIX W Oe3-
OITaCHOCTH.

AJMHHHCTPATOP CETU 00NIafaeT CIIeIyrolINM YPOBHEM JI0CTYTIa U 3HAHHH:

- obsnagaeT 4acThio HHGOPMALUK O CUCTEMHOM M MPHUKIIAJHOM [IPOrpaMMHOM
obecneuenuu UCII/IH;

- o0Ja/1aeT 4acTbio HHPOPMALMK O TEXHUUECKUX CPEACTBAX U KOH(DUrypamuu
NCIIn;

- ©MeeT (PU3MYECKHUH JIOCTYIl K TEXHUYECKUM cpeAcTBaM 00paborku uHMOp-
MaIl1¥ U CPeJICTBAM 3allUTHI;

- 3HAET, M0 MEHBIIICH Mepe, OOHO JICTAJIBHOC UM NOCTYIIA.

5.5 Texuu4ecKkHil crelHaIUuCT Mo 00CTyKHBAHHIO epHpepHiiHOro
obopyaoBaHusA

TexHuueckuil creudanucT 1o o0CIy)KUBAHUIO - COTPYJIHUK Y UpexIeHHS,
OCYILECTBIISIET OOCIy)XKMBaHHE W HacTpoWKy nepudepuiinoro obopynosanust KMC-
ITJu. Texuudeckuid cucuyainuetr no o0CnyXUBaHUIO He uMeeT gocryna K IT/IH, He
MUMEET NOJHOMOUMMI TSl YIIpaBJIeHUs! TOJCUCTeMaMHA 00pabOTKU JlaHHbIX U Oe30rmac-
HOCTH.

Texuuueckuii cnenmamucT no oOCTYKUBAHUIO 00JIalaeT CeAYIOIYM YPOBHEM
JIOCTyIla U 3HAHWM:

- o0agaeT 4acThio UHGOPMAIIMK O CHCTEMHOM U IPUKIATHOM MPOTPAMMHOM

obecrieuenun MCIT/IH;
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- obnagaeT yacThio UHGOPMAITUH O TEXHUUECKUX CPEACTBaX M KOH(PHUTYpaLuu
UCIIH;

- 3HACT, 110 MEHbIIICH MEpE, OAHO JICTAIBbHOC UM NOCTYIIA.

5.6 Ilporpammucr-paspadoruuxk UCIIIn

IIporpaMmMucTbl-pa3paboTyMKy (MOCTABIIMKKM) MPUKIAIHOIO I[IPOrPaMMHOTO
obecnedeHus, odecreyuBalOIIMe ero CONPOBOXKACHUE Ha 3almimaemMom oowsekTe. K

J@HHOM I'pyIlIe MOI'YT OTHOCUTBLCS KaK COTPYIHUKH YUPEKJICHUS, TaK U COTPYJIHU-

KU CTOPOHHUX OpraHU3aLUi.

JIu110 3TOM KaTeropuw:
- obnanaer uHpopmaimeld 06 anropuT™Max M nporpaMmax oopaborku MH(OP-

manuu Ha UCII/H;

- obnagaeT BO3MOXKHOCTSIMH BHECEHHWs OINMOOK, HEIEKIapUPOBAHHBIX BO3-
MOXXHOCTEH, IPOrpaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX IIPOTpaMM B IIPOrpaMMHOE
obecnieuenne MCII/Ix Ha craguu ee pa3paboTKu, BHEAPEHUS U COIIPOBOXK/ICHUS;

- MOXKET pacnojarath JoObIMUd (parMeHTaMd HWHGOPMAIIMM O TOMOJOTHU

WCIT/IH 1 TexHudeckux cpencrsax o0pabotku u 3amuTsl [1/[H, oOpabaTsiBaeMbIX B
HCII/IH.
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6 TpeGoBanus k nepconasty no odecnedennro samurbi [I1n

Bee corpyanuku VYupexnaeHus, sisromuecs modab3zoBarensmMu MUCIH,
JIOJDKHBI 9YETKO 3HATh M CTPOTO BHINIOJIHATH YCTAHOBICHHbBIE MPAaBHUIa U 00S3aHHOCTH
10 JOCTYILY K 3aIlUIIaeMbIM 00bEKTaM U COOJIOJICHUIO IPUHATOTO pexrma Ge3onac-
noctu I1)[H.

[Ipn BCTymeHMHM B JO/DKHOCTH HOBOTO COTPYIHHMKA HENOCPEACTBEHHbIM
HayalbHUK TOJPA3ACIICHUS, B KOTOpPOE OH II0CTyINaeT, 00s3aH OpraHu30BaTh €ro
O3HaKOMIIEHME C JIOJDKHOCTHOW MHCTPYKIMEH U HEOOXOAMMBIMU JIOKYMEHTAMH, pe-
IIaMEHTUPYIOIMMHE TpeboBanus mo 3amute [1/1H, a Takxke o0yyeHHe HAaBBIKAM BBI-
IOJTHEHUS TPOLENYp, HEOOXOAUMBIX [UIsl CAHKIMOHWPOBAHHOIO WCIIOIh30BAHHS
NUCITH.

CoTpyaHHK JOKEeH OBITh O3HAKOMJIEH CO CBEAEHUAMHU HacTosmiei [lomurukm,
OpUHATHIX Tpouenyp padotsl ¢ anementamu UCI1a u C3I1/1H.

Cotpynuuku YupexaeHus, UCTONB3YIONIME TEXHUUECKUE CPENCTRA AYTEHTH-
(GuKauuy, JOJDKHBI OOECHeYyrBaTh COXPAHHOCTH HIACHTU(PHUKATOPOB (3IEKTPOHHBIX
Kimroueit) u He jonyckats HCJI k HUM, a Tak e BO3MOXXHOCTb UX YTEPU WM HCIIOJIb-
30BaHUs TPEThUMHU JULaMH. [lomb30Bareny HeCyT MEPCOHATBHYIO OTBETCTBEHHOCTH
33 COXPaHHOCTb UJCHTU()UKATOPOB.

CoTtpynHUKH YupexIeHus JOMKHbI CIE0BATh YCTaHOBJIECHHBIM IPOIEypam
nojiiep Kanus pexxuma oesonacuocty [1/lu mpu BeIOOpe M UCTIONB30BaHKMK Taposieit
(ecnM HE UCIOJB3YIOTCS TEXHHUECKUE CPE/ICTBA ay TCHTH(UKALIUHN).

CotpynHuku YupexxaeHus T0/DKHBL 00eCeYrBaTh HaUISKAIIYIO 3aIUTy 000-
pyZIOBaHusA, OCTaBIAEMOro 0e3 MPUCMOoTpa, OCOOEHHO B TeX Cllydasx, KOrja B oMe-
HIEHHE UMEIOT JIOCTYI IIOCTOPOHHUE Jinla. Bee nonb3oBarenn JIOJIKHBI 3HaTh Tpe6Go-
BaHMA 110 Oe3zonacHocty [1/lH w mpoueayps! 3aUTE 000PY/IOBAHHSI, OCTABIEHHOTO
0e3 MpUCMOTpa, a TAKKe CBOM 003aHHOCTH 110 00ECTICUCHHUIO TAKOH 3allHThI.

CoTpynHUKaM 3amperiaeTcs YCTAHABIWBATH [OCTOPOHHEE [POrPAMMHOE
obecnieyeHue, NOJKII0YATh JIHYHBIC MOOH/IbHBIE YCTPOMCTBA U HOCHTE!M HHpOpMa-

IVH, a TaK JKe 3allUChIBATh HA HUX 3alllMIIaeMyl0 HHPOPMALIHIO.
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CoTrpyaHukam 3arperiaercss pa3rjialarh 3alUuaeMyro WHQOpMAaL|Io, KOTO-
past cTajla UM U3BECTHA NpU padoTe ¢ NHYOPMAITMOHHBIMA CUCTEMAMHU Y YPEKIEHNUS,
TPETHUM JIULIAM.

IIpu pabote ¢ [1/{n B UCIT/IH cotpyanuku YupexaeHus o0s3aHbl 00eCTeYuTh
OTCYTCTBHE BO3MOXXHOCTH mpocmotpa [T/[H Tperbumu nuuamu ¢ MOHKHTOpOoB APM
WM TEPMHUHAJIOB.

[Ipu 3aBepmienun padotel ¢ MCII/{H coTpyHUKHA 00si3aHBI 3alldTATE APM
WIIA TEPMUHAIIBI C ITOMOIIBIO OJOKMPOBKH KJIFOYOM HIIM DKBHBAJIEHTHOIO Cpe/icTBa
KOHTPOJISL, HAIIPUMeEp, JI0CTYIIOM IO [1apOJTI0, ECJIU HE UCIIOIb3YIOTCS O0Jiee CHIlbHBIE
CpeJICTBa 3aILIUTEHI.

CotpyiHUKM YUpexJIeHUs JIO/DKHBI ObITh MPOUH(POPMUPOBaHLl 00 yrposax
HapylleHHs pexxuma OesonacHoctd [I/IH U OTBETCTBEHHOCTU 3a €ro HapylleHHE.
OHu JMOJDKHBI OBITH O3HAKOMJIEHBI C YTBEpX/IEHHON (opMalibHOM 11pore/rypoit
HAJIOKEHUsST JUCHUIUTMHAPHBIX B3BICKAHUM HA COTPYJ/IHUKOB, KOTOPbIC HapyIWIHA
HOPUHATHIE LOJUTHKY U Nponieaypsl bezonacHocty [1/1H.

CotpynHuku 06s13aHBl 0€3 MpoMeTIeHHs coo0IaTh 000 BCeX HaOMOIaeMbIX
UK TIOJO3PHTENBHEIX cityvasx padoTel MCI1/IH, Morymmx nosneus 3a co00id yrpo3sl
oe3zonacHoctu [1/1H, a Takke O BBISIBIEHHBIX UMH COOBITHSIX, 3aTPardBalOLUX 0e3-
onacHOCTh I1/IH, pyKOBOACTBY mojipa3/iefieHus U JIMILY, OTBEUAIOIIEMY 3d HEMeIJICH-

HOE pearupoBaHue Ha yrpo3nl 6ezonacHoctu 11/1H.
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7 JdoJKHOCTHBIE 00s13aHHOCTH nosib3oBarteeit UCI/n

HomxHocTHbIe 00s13aHHOCTH nosk3oBateneit MCII/IH onucanbl B clieayromux
JIOKyMEHTax:

- Muctpykuus agmunuctpatopa UCIT)H;

- Uucrpykuus agmuamrctpaTopa 6ezonacHocta MUCI/TH;

- Uactpyknus nons3osarens UCTT ],
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8 OrBercrBenHocTh coTpyannkoB UCI/In Yupexnenus

B coorsercTBHuM co cT. 24 ®enepanbHoro 3akona Poccuiickoit ®enepanuu ot
27 nronsg 2006 1. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX)» JIMIA, BAHOBHBIE B HApy-
IeHUd TpeboBaHMU AaHHOro MenepaybHOrO 3aKOHA, HECYT TPaXKIAHCKYHO, YIOJOB-
HYI0, aIMUHUCTPATUBHYIO, JUCLUILIMHAPHYIO U WHYIO NPEJTyCMOTPEHHYIO 3aKOHOIa-
TeascTBOM Pocculickoit Menepaiii 0TBETCTBEHHOCTb.

JleficTByro1IEe 3aKOHO1aTeNIbCTBO PMD MO3BOIISIET MPEILIBIATL TPeOOBAHUS 110
obecneueHno 6e30MmacHON paboThl ¢ 3amuiaeMoil nHGopMauurel U npexrycMarpu-
Ba€T OTBETCTBEHHOCTH 3@ HApYILIEHNWE YCTAHOBIICHHBIX MPABMII KcIuTyaraina OBM u
CHCTEM, HEIPABOMEPHbBIA JIOCTYN K MHGOPMALMKM, €CIH ATH JICUCTBUS NPUBENH K
YHUUTOXEHHUIO, OJIOKHPOBAHUIO, MOIM(UKAIMY UHPOPMALIMKY WM HApYIICHHIO pa-
60Tl OBM niu cereii (cratbu 272,273 u 274 YK PO).

Anmunuctparop MCII/In u ajmMuHECTpaTOp 0€30MaCHOCTH HECYT OTBETCTBEH-
HOCTh 34 BCE JIEHCTBUS, COBEPLIEHHBIC OT UMEHU UX YUYETHBIX 3arucei Wik CHCTeM-
HBIX YYETHBIX 3allUCeH, eciii He Aoka3aH (PaKT HeCaHKIIMOHUPOBAHHOTO MCTIOIB30Ba-
HUS YYETHBIX 3arucei.

IIpu HapylIeHUsIX COTpyAHHKaMu YupexaeHus — mnosb3oBarencii WCITIx
IIpaBUJI, CBS3aHHBIX ¢ OezomacHoCThiO [1/IH, OHM HECYT OTBETCTBEHHOCTH, YCTAHOB-
JIEHHYIO IEUCTBYIOIIMUM 3aKoHO 1aTelibcTBOM Poccutickoit denepanyu.

IlpuBenenHsle Bbille TpeOOBaHMs HOPMATUBHBIX JOKYMEHTOB I10 3aIlIUTE HH-
(opMaLuu JOKHBI OBITh oTpaxkeHbl B [ToJ0KeHUSIX O MojapasfeneHusx Yupexie-
Hus, ocywecTsisitonux odpadorky [1/ln B UCIIJIH U NOMKHOCTHBIX MHCTPYKITASX
COTPYAHUKOB YUpEKICHHUS.

HeobOxonnmo BHectu B IlonmokeHust O TOApa3JeNeHUAX YUpekKjeHus, oCy-
wecTeisiowx odbpadotky [1/ln 8 UCII/IH cBejicHus 06 OTBETCTBEHHOCTH MX PYKO-
BOJUTEIEH M COTPYJHMKOB 3a paslilalleHue U HEeCaHKLMOHUPOBAHHYI0 MOaudUKa-
nuro (uckaxenue, danscupukanuo) [1J1H, a Takke 3a HEMPaBOMEPHOE BMELIATENb-

CTBO B IIPOLIECCHI UX ABTOMATU3UPOBAaHHON 00pabOTKH.
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9 CnucoK HCMoJIb30BAHHbIX HCTOYHHKOB

OCHOBHBEIMH HOPMAaTHBHO-TIPABOBBIMM M METOIUYECKMMHM JIOKYMEHTAMH, Ha
KOTOPBIX OazupyeTcs HacTosiee [looxeHue SBIsIOTCS:

1 ®enepanpubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
nanHbIix» (nanee — M3 «O nepcoHaLHBIX JIAHHBIX» ), YCTAHABIWBAIOLIMI OCHOBHBIE
NPUHLIMNBL M ycnoBusi oOpaGorku [T/[H, mpaBa, 0OS3aHHOCTH M OTBETCTBEHHOCTh
YYaCTHUKOB OTHOUIEHUH, CBsI3aHHbIX ¢ 00padoTkoi [1]IH.

2 «ITonoxenne 06 obecnieueHnn 0E30TMACHOCTH TEPCOHAIBHBIX J[AHHBIX TPU
ux oOpabotke B MHOGOPMAIMOHHBIX CHUCTEMax TMEePCOHAIBHBIX  JaHHBLIX»,
yTBepxkeHHoe [loctanoBnenuem llpaBurensctea PO ot 17.11.2007 1. Ne 781.

3 «llopsiiok  mpoBeneHWs — KiIaccU(pHUKAMKM  WHQOPMAIIMOHHBIX  CHCTEM
IICPCOHAJILHBIX JAHHBIX», YTBepXAeHHbIH coBMecTHBIM Ilpukazom @CTIK Poccun
Ne 55, ©CB Poceun Ne 86 u Munundopmessizu PO Ne 20 ot 13.02.2008 1.

4 «llonoxenne 006 ocobeHHOCTIX 00pabOTKH TIEPCOHAIBHBIX NAHHRBIX,
OCYLIECTBIISIEMON ©€3 HCIOJIb30BaHUS CPEJICTB aBTOMATHU3AIUKY, YTBEPKIEHHOE
Ilocranosnenuem IlpaButensersa PO ot 15.09.2008 r. Ne 687.

5 «TpebGoBaHus K MaTepHalbHLIM HOCUTEISIM OUOMETPUYECKUX MEePCOHAILHBIX
TaHHbIX M TEXHOJIOTUSAM XPaHEHHs TAaKUX JAaHHBIX BHE UH(OPMAIHOHHBIX CUCTEM
NIEPCOHANIBHBIX JaHHbIX», yTBep:kAeHHble [locranoBnenuem IlpaBurenscrea PO ot
06.07.2008 . Ne 512.

6 HopmatBHO-MeTOMYecKHe  TOKyMeHTB DenepanibHON  CiyX)Obl 110
TEXHUYECKOMY M DKCIIEpTHOMY KOoHTpoito Poccuiickoit @eneparuu (nanee - DCTIOK
Poccun) no obecneuennio 6e3omacuoctu [1/1H npu ux odpabdorke B UCIIJIH:

7 Pexomenanuu 1o obdecnedeHuto 6€30macHOCTH MePCOHANBHbIX JaHHBIX TIPH
X o0paboTke B MH()OPMALHOHHBIX CHCTEMAaX [EPCOHANLHBIX JAHHBIX, YTB. 3aM.
mupextopa DCTOK Poccun 15.02.08 r. (JICIT)

8 OCHOBHbBIE MEPONIPUSATHS [0 OPraHU3alUU U TEXHUUECKOMY O00CCIICUEHHIO
0€30MaCHOCTH IIEPCOHANIBHBIX JIaHHBIX, 00padaThiBaeMBIX B HHMOPMALHOHHBIX

CHCTEMax MEePCOHANIBHBIX JAaHHbIX, YTB. 3aM. jJupekropa PCTIK Poccun 15.02.08 .

(ACII)
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9 bazoBass mojeib yrpo3 0Oe30MacHOCTH IEPCOHAIBHBIX HNAHHLIX IPU HX
obpaboTke B MH(POPMALMOHHBIX CHCTEMaX IePCOHAIBHBIX JIAaHHBIX, YTB. 3am.
mupekropa @CTIK Poccuu 15.02.08 r. (JICII)

10 Metoauka onpejeneHust akTyalbHbIX Yrpo3 0€30MacHOCTH [1ePCOHATBHBIX
JTaHHBIX NpHU UX 00paboTke B MH(DOPMALMOHHLIX CHCTEMAaxX NEePCOHAIBHBIX JAHHBIX,

yTB. 3am. jupekropa @CTOK Poccuu 15.02.08 r. (ACII)

HaganbHuk otnesna uH- .,

(OpPMAIOHHBIX TEXHO- Sl L B.C.Kpyriios
7 J . .

JIOTHi ¥ 3aUTH KHPOP- no’):mn%ﬂara P

Malluu -
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37

Mpunoxenue 1

No [Inan - nepeyeHs TEXHUYECKUX MEPOIIPUATHH 110 obecreyennu Gezonacuoctd UCITJ] K3 K2 K1

I B noacucreme ynpaBieHHs TOCTYIIOM:
Peanmm3oBaTh HAEHTH(HKAUAIO ¥ TPOBEPKY MOATHHHOCTH CYOBEKTOB JIOCTYIIA IIPH

1 BXxoj€ B onepaiiioHHy0 cuctemy MCII/IH 1o maposio yCIoBHO-IIOCTOSHHOTO JIeH- + + +
CTBUS, JUTMHON HE MEHee MecTH OYKBEHHO-IIM(PPOBEIX CHMBOJIOB;
Peam3oBaTh nieHTHGHKALUIC TEPMUHATIOB, TEXHHYIECKUX CpeIcTB 00paboTku I1)IH,

2 y3s0B UCII/TH, KOMIIBIOTEPOB, KAHATIOB CBsI3H, BHEIIHUX ycTpoiictB UCIT/IH mo ux - + +
JOTHYECKHM HMEHaM (ajapecaM, HOMepaMm);

3 Peiaﬂl/BOBaTE: UICHTHOHKALUMIO IPOTpaMM, TOMOB, KaTaJloroB, (aitios, 3ammuceii, 1mo- ) n n
Jei 3anucel Mo HMeHaM;

4 Peaym3oBaTh KOHTPOJB 10CTyNA CYOBEKTOB K 3alIUINAEMBIM PECYPCaM B COOTBET- i " I
CTBHH C MaTpHIIEH TOCTYTIA;
npy Hamdyuuy noakrodenus MCIIJIH k ceTsim o01mero nonp3oBanus JO/DKHO npuMe- | He mmke 5-ro | He mmke 4-ro | He Huxe 3-ro

5 HATBCS MEYKCETEBOE HKPAaHUPOBAHUE. YPOBHS 3alld- | YpPOBHS 3alld- | YpPOBHS 3allu-

IIEHHOCTH HIEHHOCTH IIEHHOCTH

Jliis obecnieyenus OezonacHoro MexceTeBoro B3aumoaeicteus B UCII/IH s pas- He amxe 5-ro | He mmke 4-ro | He #mxe 3-ro

6 HBIX KJIACCOB HEOOXOAUMO HCNOJIB30BaTh M3 YPOBHS YPOBHS YPOBHS

3aIMINEHHOCTH | 3aIUIIEHHOCTH | 3aIlUIIEHHOCTH

II CpeICTBO 3aMUTHI OT IPOrpaMMHO MaTeMaTHYeCKHX Bo3aeicTui (ITMB):
PeanmmsoBaTte naeHTHUKAINIO U ayTeHTHHKAIMIO CyOBEKTOB JOCTYIIA IIPH BXOJE B
CPEICTBO 3aIMTEI OT IIPOrPaMMHO MaTeMaTU4decKkux BoszaeicTeuil (IIMB) u nepen
BBIITOJIHEHHEM UMM JTFOOBIX OIlepalliii 1o yrpaBiIeHHIo QyHKIUIMHI CpeNcTBa 3aliu- N N "

TbI 0T IIMB 1o maposmo (¥11 ¢ HCIOIp30BaHHEM HHOTO MEXaHHU3Ma ayTeHTH(HKA-
IIH) YCIIOBHO-IIOCTOSIHHOTO ACHCTBHS [UIMHOM He MeHee IeCTH OyKBEHHO-
1A POBEIX CUMBOJIOB;
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OcymiecTBIsSTh KOHTPOJIB JIFOOBIX JICHCTBHI CyOBEKTOB IOCTYIIA IO YIPABICHHIO
byuxmsMu cpeacta 3anmTh! 0T [IMB TOIBKO 1MOC/IE IPOBEIEHHS €r0 YCIEIHON
ayTEeHTU()HUKAITHH;

ITpenycMOTpeTs MeXaHHU3MBI CIIOKHMPOBAHUSI IOCTYIIA K CPeACTBAM 3aIiuThl oT IIMB
IIPH BEINOJIHEHHMH YCTaHABIMBAEMOI0 YHCIIa HEYTaUYHBIX ITONBITOK BBOIa [1apOJIs;

Heo6xomuMo nmpoBoauTh uaeHTH(GHKAINIO (aiiI0B, KaTaJIoroB, IPOrPAMMHBIX MO-
IQyJeH, BHEIIHUX YCTPOHCTB, HCIOJIb3YEMBIX CPEACTB 3aiuThl 0T [IMB;

111

B TIIOACHUCTEME PETUCTPAlluK U yUCTa:

OcymiecTBIATh perucTpalfio BXo1a (BbIX0/1a) CyObeKTa JOCTYIIA B CHCTeMY (M3 CH-
CTEMBI), JINOO PErHCTPAIHIO 3arpy3KH H HHUIHATA3ALNAN ONEPAITHOHHCH CHCTEMBI H
€e MpOrpaMMHOr0 0CTaHOBA. Perucrpaius BeIX0a U3 CHCTEMBI HIIH OCTAHOBA HE
IIPOBOJMTCS: B MOMEHTHI anmnapatypHoro otkarouerust UCIIJIH. B napamerpax peru-
CTpallMy YKa3bIBAIOTCS JaTa U 3peMsl BXoJ1a (BbIX0/a) CyOBeKTa A0CTYNa B CHCTEMY
(M3 CHCTEMBI) HIIU 3arpy3KH (OCTaHOBA) CHCTEMEI;

ITpoBOIUTE y4eT Bcex 3alUINAaeMbIX HOCHTEeH HHMOPMAITHH ¢ TIOMOIIBIO HX TFO00#H
MapKHPOBKH H C 3aHECEHHUEM YIETHBIX JAHHBIX B )KYPHAT (YUCTHYIO KapTOUKY);

ITpoBOIUTH perucTpanmio BXoja/BpIxoa cyObEeKTOB JOCTYIA B CPEACTBO 3aLIUTHI OT
ITMB, peructparuro 3arpy3Ku H FHHIHATH3AIAE 3TOT0 CPEACTBA H €€ MPOTPaMMHO-
ro ocTaHoBa. B mapameTpax perucTpaiuy yKasbIBaeTCst BpeMsl H 1aTa BXOJa/BbIX0a
CyOBEKTa JOCTYIIa B CPeICTBO 3aIUThI 0T [IMB niu 3arpy3ku/ocTaHoBa 3TOro cpe-
CTBa, a TaKXKe UAEHTH(UKATOP CyOBEKTa TOCTYIIA, HHULIMAPOBABINETO JaHHEIE ICH-
CTBUS;

IIpoBoauTe perucrpanuio codbITHi npoBepku 1 oOHapyxenus [IMB. B mapamerpax
PerucTpaluy yKa3bIBaIOTCS BPEMS U Jata NIpoBepku wiH obHapyxenus [IMB, uien-
THQHKATOP CYOBEKTa TOCTYIIa, HHUITHHPOBABILIETO JaHHbIE ICHCTBHUS, XapaKTep BbI-
ITOJIHSEMBIX JIE€UCTBUH IO IPOBEPKE, TUIl OOHAPYKEHHOH BPEeJOHOCHOM TPOrpaMMBI

(BII), pesynprar neiicTBU cpeIcTBa 3aMTHI 110 O0kHpoBanuio IIMB;

IIpoBouTE perucTpanuo COOBITHH IO BHEIPEHHUIO B CPEICTBO 3amuThl oT ITMB ma-
KeTOB OOHOBJIEHHH. B mapameTpax perucTparui yKa3bIBaroTCsl BpEMs H JaTa OOHOB-
JeHHUs, uAeHTUGHUKATOp cyOBeKTa TOCTYIa, HHHUIIHHPOBABIIIETO JaHHOE NeHCTBHE
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BEPCHUA H KOHTPOJIbHAS CyMMa IIaKeTa 06HOBJ’ICHI/IH;

ITpoBOANTE perucTpaIHio CoOBITHI 3anycKa/3aBepiueHus paboThl MOIYJIeH cpeacTBa
samuTel oT [IMB. B nmapaMerpax peructpaiidi yKa3bIBaIOTCS BpeMs U aTa 3aIyc-
Ka/3aBepIIeHus paboThl, HASHTHYHKATOP MOIYIISA, HACHTH(PHKATOP CYOBEKTa J0CTY-
1a, FHULIMMPOBABILIETO IAHHOE JIeHCTBUE, Pe3Y IbTAT 3alycKa/3aBepiieHus paboThl;

JOJKHA IPOBOAUTHCS PETUCTpallus COOBITHH yIIpaBieHusl CyObEKTOM T0CTyNa
GyHKIMAMHU cpencTBa 3amuThl oT [IMB. B mapamerpax peructpaliiy YKa3bIBalOTCs
BpeMs U JaTa cOOBITUS YIIPaBICHUS KaKA0M GyHKIueH, naeHTHGHUKATOP U CICIIH-
bukamusa GyHKIHH, HASHTHGHKATOP CyObeKTa JOCTYIIa, HHUIMUPOBABIIETO JaHHOE
NEUCTBHE, Pe3yIbTaT JeHCTBHUS;

IIpoBoaUTE perucTpaIfio cOOMITHH NONMBITOK JOCTYIIA IPOTPAMMHBIX CPEICTB K MO-
IyJIsIM cpeAcTBa 3amuTel oT [IMB miu cnenmanbHBIM JIOBYIIKaM. B mapametpax pe-
THCTpalyy YKa3bIBAIOTCS BpeMs M JaTa IOMBITKH JOCTYIIA, HACHTHGHUKATOP MOy IS,
HAEHTHUKATOP U crenuduKanus MOy Isl cpeicTBa 3amuThl oT IIMB {cnenuansHoi
JIOBYIIIKH), pe3yJIbTaT MONBITKH JOCTYIIA;

ITpoBoauTh perucTpanuio coOORTHH OTKaTa JUIsl cpeacTsa 3amuTthl oT [IMB. B mapa-
METpPaxX PErHCTpaIMH YKa3bIBAIOTCSA BPeMs U JaTa COOBITHS OTKATa, CIEH(pHKAIUS
JEeUCTBUH OTKaTa, HACHTH(PHUKATOp cyObeKTa TOCTYIa, HHHIIMHPOBABIIETO JaHHOE
JEHCTBUE, PE3yIbTAT JeHCTBUS;

10

OOGecnieunTs 3alIUTY NAHHBIX PETHCTPALMH OT HX YHHUTOXKECHHS HIIH MOJIU(DHKAIIHA
HapyIIHTEIeM;

11

Peanu3oBaTh MeXaHU3MBI COXPAHEHHUS JJAHHBIX PETHCTPAIMH B ClIy4ae COKpaIeHHs
OTBE/ICHHBIX II0J] HUX PECYPCOB;

12

Peam3oBaTh MEXaHU3MBI IPOCMOTPA H aHATH3a JAHHBIX PETUCTPALME H UX (QHITh-
TPaLlMy 10 3aJaHHOMY Ha0Opy mapamMeTpoB;
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13

[IpoBOIUTE aBTOMAaTHYECKHH HENIPEPBIBHEIN MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIIATHCA MpHYKMHON peasm3anuu [IMB (co3znanue, pegakTupoBaHue, 3aHCh, KOMITH-
JSIHsL OOBEKTOB, KOTOPBIE MOTYT coaepxath BIT).

14

PeanusoBarh MeXaHH3M aBTOMATUYECKOTO aHATH3A JAHHBIX PETHCTPALMHU 10 m1abyI0-
HaM THIIOBBIX IposiBieHui 1IMB ¢ aBToMaTHueckuM UX GIIOKMPOBAHUEM H YBEIOM-
JICHUEM aIMHHUCTpATOpa O€30IMaCHOCTH;

15

IIpoBONTE HECKOIBKO BHOB y4eTa (IyOIMpYIOIIHX) ¢ perucTpaluei Beiaadyn (pu-
ema) HocuTenel nHdopmanuy;

16

OcyImecTBIATE PErHCTPANHIO BXOAA (BBIX0/Ia) CYOBEKTOB IOCTYA B CHCTEMY (M3 CH-
CTEMBI), THOO perucTpalus 3arpy3Ku ¥ HHHITHATH3AIHH ONEPAHOHHON CHCTEMBI.

17

OcCyIecTBIATh PErHCTPAIHIO BEIAYH NeYaTHBIX (rpad@MYecKuX) JOKYMEHTOB Ha
«TBEPJYIO» KOIHIO. B mapamerpax perucrpanuu yka3bIBaroTCs (Jara 1 BpeMsl Bbjia-
yn (0OpalleHus K IMOJCHCTEME BEIBOJIA), ClielH(UKALIMsI YCTPOHCTBA BEIAYH — JIOTH-
9ecKoe UM (HOMEp) BHEIIHEr0 yCTPOHCTBA, KpaTKoe coiepkanue (HaHMEHOBaHHUE,
BH, X(DP, KOA) ¥ YPOBEHb KOHDHUICHIHAILHOCTH JOKYMEHTA, HICHTH(DHKATOP
cyOBeKTa JI0CTyna, 3alPOCHBINIETO JOKYMEHT;

18

OcymecTBISATh PErHCTPALIUIO 3aIyCKa (3aBEPIUICHHS) IPOrPaMM | IIPOLEeCccOoB (3a1a-
HHH, 3a/1a4), IpeTHa3HA4E€HHBIX Il 00paboTKH 3amulnaeMsIx ¢aitos. B mapamer-
pax pEruCTpalMy YKa3bIBaIOTCA 1aTa U BpeMs 3aIrycka, uMs (MISHTU(HKATOP) Ipo-
rpamMMEI (TIporecca, 3a1aHus), HIeHTHPHKAaTOp CyOBbeKTa IOCTYIIa, 3alIPOCHBIIIErO
nporpamMMmy (Iporecc, 3aJaHue), pe3y IbTar 3aycKa (YCIeUIHbIH, HeyCIeHbIA — He-
CaHKIIMOHUPOBAHHBIN),

19

OcylIecTBIATh PETUCTPALIUIO NOMBITOK JIOCTYIIA IPOrPAMMHBIX CPEICTB (IIPOrpamM,
IIPOIIECCOB, 3aj1a4, 3a1aHuil) K 3amuInaeMbIM daiinam. B mapamerpax perucrpanuu
YKa3bIBAIOTCH 1aTa ¥ BPEMsI ITONBITKU JI0CTYIA K 3anuiaeMomy Gainy ¢ ykasanueM
ee pe3ysbTara (yCIellHas, HeyclelHas — HeCaHKIIHOHUPOBAaHHA ), HACHTH(GHUKATOP
CyOBEKTa JIOCTYyIIa, CIelH(pHKaNus 3aumIaeMoro daiina;
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OcyImecTBIATh PErUCTPAIIHIO [IOTIBITOK JOCTYIIA MPOrPAMMHBIX CPEICTB K CIEIYIO-
MM JOIIOJIHUTENIBHBIM 3allHIIaEMBbIM O0BEKTaM JOCTYIA: TEPMUHAIAM, KOMITBIOTe-
pam, y3nam cetd MCIT[IH, 1uEnsM (KaHajgaMm) CBSI3U, BHEIITHUM YCTPOECTBAaM KOM-
NOBIOTEPOB, IPOrpaMMaM, TOMaM, KaTajaoram, daiiinam, 3anucsm, moJisiM 3anucei. B
napaMeTpax perucTpalty yKa3bIBaloTCs JaTa U BpeMs OTIBITKYA TOCTYIIA K 3allHIa-
€eMOMY OOBEKTY C YKa3aHHEM € pe3yibTaTa (yCIelHas, HeyClenHas — HeCAaHKITHO-
HHpPOBaHHas), HAeHTH(HKATOP cyOBeKTa JOCTyna, crielupUKaIis 3aIHIaeMoro
00BEKTA — JIOTHUECKOE UMSI (HOMED);

21

IIpoBOAUTE y4eT Bcex 3aIlMINaeMbIX HOCHTEICH HHPOPMAIIAH C TOMOIILIO HX Map-
KHPOBKH M C 3aHECEHUEM YUETHBIX JAHHBIX B KYPHAI (YUETHYIO KapTOUKY);

22

Ocy1ecTBIsATh OUUCTKY (0OHVIEHHE, 00e3THYHBaHIE) 0CBOOOK 1aeMEX 0bIacTei
ONEPaTHBHON NaMsTH KOMIIBIOTEPOB U BHELIHUX HaKoImuTered. O4YucTia OCyIecTB-
JAETCS OJHOKPATHOH MPOU3BOIPHON 3aIIUCHIO B OCBOOOKIaEMYIO 00JIaCTh ITaMSTH,
paHee HCIIOIB30BaHHYIO /Ul XPAHEHHs 3alIMIAEMBIX JaHHBIX ((hainos, nHpopma-

LAH);

IV

B IIOACHCTEME obecneyeHus HEJOCTHOCTH

ObecneynTh IENOCTHOCTH IPOrPaMMHBIX cpe/ICTB 3aiuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTB IIporpaMMHoii cpesl. [Ipn 3TOM 11eJ10CTHOCTh CPEeICTB 3alUThI
IIPOBEPSETCS IIPH 3arPy3Ke CUCTEMBI 110 HAJIMUHUIO UMEH (HACHTU(DHKATOPOB) KOMIIO-
HeHT C3II/IH, HeI0CTHOCT IPOrPAaMMHOM cpeibl 00CCIIeYHBACTCS OTCYTCTBHEM B
WCITJIH cpencTB pa3pabOTKH K OTIAJIKH IIPOTPaMM;

OcymectBnsaTe pusuueckyro oxpany MCIIJIx (ycTpoiicTB u HocuTeneli HHpopMa-
II1H ), IpelycMaTpUBaroIas KOHTpouIs foctyna B nomemenust UCITJIH nocTopoHHHX
JIMII, HAJIMYHE HAAS)KHBIX IPENATCTBHH UIsl HECAHKITMOHUPOBAHHOTO MPOHHKHOBE-
uHs B nomemerus MICII/Ie u xpanuinie HocuTenei HHpopMaIum;

(U9

ITpoBoauTe nepuoguueckoe tectupopanue Gpyaxnuit C3I1/IH npu H3MeHEHHUH TIPO-
rpaMMHOM cpezel 1 nepcosaia MICITJ{H ¢ moMoInpio TecT-nmporpaMM, HMATHPYIOIIAX
moneiTkd HCJT;

JOJDKHBI OBITh B HAIMYUH cpeacTa BocctanoBieHus C3I1/IH, mpeaycMaTpuBarome
BEJICHHE JIBYX KOITMH IIPOrpaMMHBIX CPEJICTB 3allUThI HH()OPMAIIHH, HX [IEPHOIAYe-
CKOoe OOHOBJIEHHE U KOHTPOJIb pab0TOCIOCOOHOCTH;
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IIpoBOIHTE IPOBEPKY LIETOCTHOCTH Moy el cpeacTra 3amuTsl oT [IMB, He06X0-
JUMBIX JUIS €70 KOPPEKTHOTO QYHKITMOHHPOBAHHS, IIPH €0 3arpy3Ke ¢ UCIOIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;

OO6ecneunTh BO3MOKHOCTH BOCCTAHOBICHHS CpeACTBa 3amuThl oT [IMB, npexycmar-
pHBaroniasi BeJeHHE ABYX KOIAH IIPOrPaAaMMHOTO CPE/ICTB 3aIHTEI, €r0 [IEPHOIHYe-
CKOoe OOHOBJIEHHE U KOHTPOJIb paboTOCIIOCOOHOCTH;

Peann3oBaTh MEXaHU3MBI IPOBEPKH IIEJIOCTHOCTH IAKETOB OOHOBJICHHIA CpPeICTBA
3amuThl 0T [IMB ¢ Hemonp30BaHHeM KOHTPOIBHBIX CYMM;

ITpoBonuTh pesepBHOE KonupoBanue [1/[H Ha OTUyKTaeMble HOCUTENN HH)OPMAIH,

B noacucreMe aHTHBUPYCHOM 3aIHTHL:

IIporoauTh aBTOMaTHYeCKYIO MpoBepKy Ha Hanwune BII nmu nociaencteuit [IMB
npu umnopre B VICII/IH Bcex mporpaMMHBIX MOIyJIeH (PUKJIaIHbIX IIPOTPaMM), KO-
TOpkIe MOTyT cofep:karh BII, Mo ux THIIOBBIM 11abIOHAM M ¢ IOMOIIBE) 3BPHCTHYE-
CKOT'0O aHaJIn3a;

PeanuzoBaTh MeXaHM3MBI aBTOMATHYECKOTO OJIOKHPOBaHUS OOHApY)eHHBIX BIT my-
TEM UX YJAJICHUS U3 IPOrPAMMHBIX MOJIYJICH HIIH YHUYTOKEHHS,

PerynsapHo BRIIOTHATE (TIpH mepBOM 3anycke cpeacts 3amuThl [1/]a ot [IMB u ¢
yCTaHaBIMBAEMOH NEPUOONYHOCTHIO) IPOBEPKA HA IpeaAMeT Hamuus B Hux BI;

HomKHa HHUIIMMPOBAThes aBToMaTHyeckas mposepka MCIT/{H Ha npeaMeT HaTHIus
BII npu BeisiBnenuu ¢akra [1MB;

Peanus3oBaTh MEXaHH3M OTKATa JJIs YCTAHABINBAEMOTO YHCIIA ONEPALUi yAalCHHs
BIT 13 onepaTUBHOM UM IOCTOSHHOM NTaMSTH, U3 IIPOTPAMMHBIX MOJIYIeH 1 IpH-
KJIaJHBIX IPOIpaMM JUIX IIPOIrPAMMHBIX CPEJCTB, coaeprkarux BIT.

Jononunurensuo B MCITJ{H q10.0KeH NPOBOAUTHCS HENMPEPHIBHEIM aBTOMATHYECKHIMA
MOHHUTOPHHT HH(POPMAIHOHHOTO OOMeHa C BHEINHEH CETHIO C IeJIbI0 BEsiBIIcHHS BIT.

VI

Kontpons orcyrerBus H/IB B 110 C3U




Jli1s iporpaMMHOTo 06eciedeH s, UCII0JIb3YeMOr'o [IpH 3aluTe uH(popmanuu B MC-
I118 (cpencts 3amutel uHopMaruu — C3M, B TOM YHCIie H BCTPOSHHBIX B 00INECH-
1 CTEMHOE H IIPUKJIaIHOE ITporpaMMHoe obecnieuerue — [10), monkeH ObTH 0OeceyeH + +
COOTBETCTBYIOIIHMH YPOBEHBb KOHTpOJsA oTcyTcTBHs B HeM HJ/IB (He aexmapupopan-
HBIX BO3MOYKHOCTEH ).

VII O6napy:xenue Bropxxenuit B UCITIx

OOHapy’keHue BTOPXKEHHH JOKHO 00eCIIeYnBATRHCS Iy TEM HCIIOJIB30BAHMS B COCTa-
Be MICII/IH nporpaMMHBIX HJIK OPOTPaMMHO-alIIapaTHEIX CPEICTB (CucTeM) oOHa- . 2 +
py>xenus Bropxkenuit (COB).

Heobxonnmo 00sg3aTeIbHOE UCTIOIB30BaHIE CHCTEMBI OOHAPYKEHHS CETEBBIX aTak, N
HCIIOJIb3YIOUIME CUTHATYPHBIE METOIBI aHAIU3A
Heo6xoaumo obs3aTenbHOe HCIIOIE30BaHHE CHCTEMBI OOHAPYKEHHUS CETEBBIX aTak, " .
HCIIOJIB3YIOMME CUTHATY PHBIE METO I aHATH3a H METO/IbI BBISIBIICHHS aHOMATH I
VIII 3amurta UCII/IH ot IIDMHWH

Jlia o6paboTku HHOpMaLUK HeoOX0aUMO Henop30Bath CBT, ynoBneTBopsioLie
TpeboBanusM cranaapToB Poccuiickoit denepaiuu o 31€KTPOMarHUTHOM COBMe-
CTHMOCTH, 110 0€30IIaCHOCTH M 3PrOHOMHYECKUM TPeOOBAHUSM K CPEJICTBAM OTOO- 3 " "
paskeHHusI HHYOPMALUH, II0 CAHUTAPHBIM HOPMaM, NIPEIBSIBIIEMBIM K BAICOIMC-
mneneM TepmuHanaM [I9BM (manpumep, [OCT 29216 91, 'OCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CaulluH 2.2.2.542 96).

IX Onenka coorBercTBus MICII/IH TpeGoBanusm Oezomacnocta [1]1H

ITpoBecTr 00s3aTENBHYIO CepTHUKAIMIO (ATTECTAIIHIO) IT0 TPpeOOBaHUAM Oe30mac-
HOCTH HH(OPMAIIHH;

JlexmapupoBaTh COOTBETCTBHE HIIH 00S3aTENIbHYIO CEPTHOUKAINIO (ATTECTAIIHIO) 10 0
TpeOOBaHUAM OE30IIaCHOCTH HHGOPMAIHH (110 PEHICHHIO OIIEpaTopa);

IIpumeuanne: st UCII/IH 4 knacca nepedeHs MeponpHuaTuii o 3amute [1J]H onpeensieTcs B 3aBUCHMOCTH OT yIep0a Ko-

TOpBIfI MOYET OBITH HaHECEH B CJICACTBUH HECAHKIHOHUPOBAHHOI'O UJIKM HENIPEAHAMEPEHHOI'O AOCTYIIA K HHH




